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What is Enterprise Risk Management?

• Formal framework and process for 

- identification; 

- communication;

- assessment;

- prioritization; and 

- management of risk
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What is Enterprise Risk Management?

• An ERM program covers all material risks, including

- financial;

- regulatory;

- strategic;

- operational;

- competition; and

- management
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Is an ERM Process Required? 

• An ERM process is not specifically required by law, 
rule or regulation

• Audit Committees of NYSE-listed companies are 
required to discuss the company’s policies with 
respect to risk assessment and management

• Public companies are required to present risk 
factors describing the most significant risks 
applicable to the entity and trends, uncertainties and 
other material events in registration statements and 
periodic reports filed with the SEC
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ERM Framework and Process

• Need to adopt framework and process appropriate 
to the entity’s risk management goals

• Several standardized frameworks are available
– COSO “Enterprise Risk Management – Integrated 

Framework” is most common among U.S. entities
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ERM Framework and Process (cont’d)

• Similar Elements Among Successful ERM Programs
– Procedures for identification of uncertainties and 

communication of such uncertainties up the management 
chain

– If uncertainties constitute risks, system for assessment of 
such risks and appropriate responses

• Public disclosure of such risks is considered

– Controls are in place to ensure timely and appropriate 
responses to risk

– A system for the periodic monitoring, developing and 
revising the ERM process
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Benefits of ERM

• Reducing surprises, events causing significant 
losses, compliance lapses and other negative 
events
– Losses suffered in subprime mortgage market decline

• Enhancing business strategies and decisions
• Improving communication of risks impacting 

financial performance and financial position 
internally and externally

• More efficiently utilizing capital
• Instilling confidence that risk is being properly 

managed
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Benefits of ERM (cont’d)

• Clarifying who has authority to incur risk on behalf of 
the entity

• Identifying and addressing risks across different 
segments of the entity

• Identifying and addressing the interaction of multiple 
risks

• Realizing certain operating efficiencies
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ERM and Good Corporate Governance

•Effective ERM allows the company to be more 
transparent and operate more efficiently

•Transparency and efficiency are key to good 
corporate governance

– Transparency:  Makes risk knowledge available to those who need the 
information

– Efficiency:  Leads to smarter decision making and strategy setting

•Effective ERM reflects effective tone at the top
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Relevance to SEC Reporting Requirements

• No specific requirement to disclose ERM process

• An effective ERM process assists in preparing 
accurate and appropriate public disclosure
– Ensures accurate and appropriate Risk Factor disclosures

– Provides the risk knowledge necessary to fully disclose 
uncertainties and trends in MD&A
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Role of Directors in ERM Process

• Oversight
– Periodic discussion of ERM process (among themselves, with 

management, with internal and external auditors)
– Keep informed of significant risks to entity and management of 

such risks
– ERM concepts should be applied to Board-level decisions
– Delegation to committees may be appropriate

• NYSE rule: Audit Committee functions regarding risk 
management (303A.07(c)(iii)(D)

• “Tone at the Top” is essential for effective ERM
• An efficient ERM process assists directors in review of 

entity disclosures 
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Role of Officers in ERM Process

• Risk management is responsibility of CEO and 
senior management
– Ultimate responsibility for ERM resides with CEO
– CFO, CLO and Internal Auditor normally have significant 

roles in ERM process
– All key executives and managers need to contribute for 

effective ERM
– Establishment of Chief Risk Officer position may be 

appropriate

• As with directors, “Tone at the Top” is important
• An efficient ERM process assists in preparing  

disclosures
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Interplay between ERM and Internal Control 
Processes

• ERM process is broader than, and encompasses, 
the internal control process
– Internal controls are one way to identify and mitigate risk

– ERM processes and procedures go beyond internal 
controls
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Risks of not having an Efficient and Effective ERM 
Process

• Fail to identify significant risks facing entity and 
significant opportunities

• Fail to disclose such risks – deficient disclosure

• Can result in shareholder suits and SEC 
enforcement action

• Fail to take advantage of opportunities
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What Should Officers and Directors be Doing?

• Ensure a broad and comprehensive view of risk 
management

• Move toward a process where ERM is employed for 
all significant decisions

• Establish an overall framework for ERM and clearly 
delineate roles and responsibilities

• Directors need to monitor implementation and 
advancement of goals of ERM process


