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Introduction

 Use of EHRs is on the rise!
 Federal programs incentivizing adoption abound!
 Switching EHRs can be a difficult, complicated 

process for physician practices.
 Must tackle data conversions, interoperability, 

HIPAA concerns, loss of productivity, data 
ownership, and conflicts with previous vendors.



Overview

 A Brief History of EHR Adoption
 Why Physicians Switch EHRs
 Problem Scenarios
 Problem Solving
 Conclusion



Historical Perspective – Bush Era

 2nd GWB term includes push to develop “National Health 
Information Network” (NHIN), discussed in 2004 State of 
the Union, followed by Executive Order.
• Created Office of National Coordinator for Health Information 

Technology (ONCHIT).
 Easing of Stark and anti-kickback statute restrictions to 

permit donation of EHR software in August, 2006.
 PQRI and E-Prescribing

• Physician Quality Reporting Initiative launched in 2007.
• Includes E-prescribing (E-Rx) program, which is later separated 

into its own program.



Historical Perspective – ACA Era

 ACA transitions PQRI and E-Rx into full-fledged systems.
• Both allow for use of EHRs, but do not require them.
• Each program offered incentive payments.

 “Meaningful Use” makes a big difference.
• Created under HITECH Act in 2009.
• Offered up to $44,000 to eligible practitioners (EPs) for 

demonstrating “meaningful use” of certified EHR technology 
(CEHRT)

 PQRS, E-Rx, and Meaningful Use transition to “payment 
adjustments.”  Penalty of up to 2.0% applied to all MPFS 
payments.



Historical Perspective – MIPS 

 Medicare Incentive Payment System (MIPS)
 Created as part of Medicare Access and CHIP Reauthorization 

Act of 2015 (MACRA).
 Consolidated legacy programs (PQRS, E-Rx, Meaningful Use) 

and updated them.  
 New system has both upward and downward adjustments 

possible.
 Up to +/-9.0% eventually, applied to annual MPFS payments.
 Retains use of EHR technology as tied to payment adjustment 

(now referred to as “Advancing Care Initiatives”).  



Adoption Rates

 Did Federal incentive programs work?  It appears so.
 HealthIT.gov tracks adoption rates from 2004 - present.  

Data suggests an overall increase in adoption.  
 In 2004, EHR usage at 20.8%.  By 2006 – 29.2%.  By 

2015, adoption rates had risen to 77.9%.
 Biggest jump occurs between 2011 and 2012: from 57% 

up to 71.8%.  2012 was final year to earn full $44,000 
incentive payment.

 But early adopters now may have outdated, older 
software.  May need updates, or may have been updated 
in ways physicians do not like.  May spur EHR switches.  



Physicians Switching EHRs

 Several recent surveys have examined why physicians 
switch from one EHR to another.
• American Academy of Family Physicians, Medical Economics, and 

PRWeb all conducted surveys of physicians between 2013 and 
2015.  

 Medical Economics: out of 3200 physicians, 43% would 
not recommend their EHR to a colleague.  46% had used 
2 or more EHRs in their career.  

 PRWeb survey found that 31% of respondents were 
unsatisfied with their EHR.

 All suggests that switching is relatively common for 
physicians.



Why Do They Switch EHRs?

 The surveys offer some insight into common reasons why 
physicians switch EHRs:

• Software may not be user-friendly or may lack functionality that 
new software offers.

• Previous EHR lacked or lost CEHRT status for Meaningful 
Use/MIPS.  

• Practice mergers/acquisitions.
• New employers.
• New product can link to other systems (e.g. billing/scheduling.
• Lack of specialty support.
• Transition to cloud-based system.
• Price.



Why Do They Switch EHRs? (Part 2)

 Not all EHR switches are voluntary.
 Vendor might be discontinuing support for older EHR 

version, and the physician doesn’t like the new 
version.

 Vendor may have gone out of business. 
• Medical Economics found that 9% of survey respondents 

cited “Vendor out of business” as their reason for switching.  
• AAFP found that 20% of survey respondents switched to 

“find a more stable vendor.”  
• PRWeb found that “vendor viability” was a top-10 reason 

(beyond functionality) for switching.



Problem Scenarios: Data Transfer

 Switching EHRs requires transition of data between 
software systems.  

• Patient demographics, billing info, financial data, clinical 
notes, etc.

 Interoperability is the real hurdle.
• ONCHIT reported to Congress in 2015 that “substantial 

interoperability amongst all stakeholders in American health care 
has not been achieved to date.”

 Our clients have had problems with this.
• Many used PDF copies of old records after termination of old 

license.
• Some use “software bridges,” but these are expensive, and usually 

only for ongoing communication.
• Might result in two sets of data (old and new) or using two 

separate EHRs!



Problem Scenarios: Data Transfer (Part 2)

 Surveys found similar problems:
• “Data migration is an absolute joke.  Old data doesn’t import well 

into the new [software.]”
• “Don’t even bother with data migration.  Just save an archived 

read-only version of your old EMR.  Migration is almost always a 
disaster.”

• One respondent lost 2 years of records, other than hand-entered 
information.

 A client of ours switched 3 times over the past few years.  
Converted both clinical and scheduling data.

• Scheduling data is constantly changing, making transition difficult.
• Clinical data transfer required reaching back 2 years to incorporate 

a range of information into the new EHR, and older data relegated 
to searchable, tabbed PDFs.



Problem Scenarios: Data Transfer (Part 3)

 No single standard is used for EHR data within the 
industry.  Makes transitions that much more difficult.  

 Many vendors also charge for data conversion.  
 Two examples in handout: 

• Example 1 has vendor provide a copy of information in an 
electronic form accesible through “commercially available 
hardware and software.”  No charge for service.  No clear fee 
structure, and language is broad and ambiguous.

• Example 2 charges $500 for first request, and $5,000 per 
subsequent request.  Will provide in PDF format, but will charge 
for cost of disks/drives.  No definition of “request for records.”  
Could apply even to requests under HIPAA.



Problem Scenarios: HIPAA

 Software vendors are business associates under HIPAA.  
Must sign BAAs with physician practices.

 Business associates are required by law to return copies 
of PHI upon termination of an agreement.

 Not everyone does, however.  Some vendors hold data 
“hostage.”

• Demand unpaid fees upon termination and refuse to hand over 
PHI if practice won’t pay.  

 Practices have limited options.  Can sue for breach of 
contract, but not breach of HIPAA (no private right of 
action under HIPAA). 



Problem Scenarios: HIPAA (Part 2)

 HHS Office for Civil Rights (OCR) is aware of the 
problem.  

• Considers blockage of access to PHI by vendor to violate 
Privacy Rule.  But also maintains covered entities are 
responsible for the ultimate disposition of PHI.

• End result: vendor violation of HIPAA doesn’t get you off the 
hook.

 Other option, aside from referral to OCR or lawsuit, 
is paying to regain access.  May be the smarter 
move.  Our clients have done this.

 Limited caselaw available.  Federal district court for 
E.D. Wisconsin addressed case involving vendor 
“holding data hostage.”  Court found for vendor.



Problem Scenarios: Changing 
Employers/Practice Mergers

 Switching employers or practice mergers may force 
a transition to new EHR.  

– Purchasing entity may choose to use its own EHR, rather 
than support two different ones.

– Departing physician may have old patients follow.  Means 
physician must obtain copies of their records.

– May raise questions about who “owns” the data.  Patients 
only “own” in New Hampshire.  Otherwise, usually it’s health 
care practitioners.

– Expect turf fights over ownership of records.  Records 
owner may end up charging departing physician to make 
copies.



Problem Scenarios: Vendor Out of 
Business/Dropping Support.

 Two different scenarios.
 Vendor goes out of business:

– Major headache for physician practice.  What happens to the EHR?  Will it 
still be supported?  Can it still be used?

– Suing for breach probably won’t help.  May be no one left to sue. 
– Stored data may be a problem for future conversion. Will anyone maintain 

the data in escrow?
 Loss of support

– Whether this is a real problem depends on nature of “support.”
– Examples from handout: Example 1 barely describes what support is 

provided. Example 2 gives more detail.  Losing support under Example 1 
may not be a major problem.  Losing Example 2’s support may be a bigger 
issue.

 “Pushed” updates to keep software compliant and secure.  May 
implicate HIPAA Security Rule.



Problem Solving: Agreement Provisions

 Best defense = good offense!  The initial agreement 
review may solve many of these issues before they 
arise.

 Questions to ask: 
• How will data transfer be handled?
• What kind of support services are provided?  Are there 

provisions to address what happens if the vendor goes out 
of business?

• In employment agreements/practice leases: who owns 
records after termination?  

• May not be worth the fight if there is one, so may be worth 
focusing on who has access to the records following 
termination, and at what cost.



Problem Solving: Due Diligence

 When considering an EHR, look beyond 
functionality.  Look at vendor “health.”

 Small vendors may offer less expensive 
products, but may have smaller development 
teams, and offer less support.  May also be 
prone to being gobbled up by a big fish.

 Larger vendors already are the “big fish” but 
may be pricey. No guarantee, though.



Problem Solving: Dispute Resolution

 For vendors holding data hostage, may be cheaper and 
easier to pay the ransom than to try to fight them.

 May be able to sue for breach of contract.  However, if 
agreement contains arbitration clause, may be subject to 
arbitration.

– Arbitration clauses are enforceable.
– E.g., Kokopelli Eye care, P.C. v. Medinformatic., Inc., 2014 WL 

12608964 (CDCA 2014).
 No private right of action under HIPAA.  OCR referral may 

take ages to resolve.  Meanwhile, practice doesn’t have 
data.

 Consider adding injunctive relief to license agreement 
during negotiations.



Problem Solving: Enhanced 
Interoperability

 Some day, this may happen.  Not today.
 Stakeholders are taking steps to try to resolve this 

problem, though.  
 Athenahealth and Cerner have both indicated a 

focus on interoperability.
 Enhanced interoperability would eliminate the ability 

to “hold data hostage,” assuming a practice could 
get a copy of the data or retained one.

 Time will tell where the industry goes on this issue.



Conclusion

 Switching EHRs is a major hassle for physician practices at a 
baseline.

 In best cases, there are transition headaches trying to convert 
“old” data into “new” data, which may prove impossible and 
require maintaining two EHRs.

 In worst cases, the vendor holds data hostage and demands 
additional payment, leaving practices with few options.

 Interoperability is a far-off solution.
 Attorneys have to be the first line of defense.  Initial agreement 

reviews are critical.  Any review should assume the practice will 
switch in the future.  Should also include injunctive relief for 
records access as required by HIPAA.
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