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The Evolving Law of Privacy  
in the Workplace 

Purpose of the Presentation 

 Provide overview of privacy rights in private 
sector employment, focusing on the blurring 
of the lines between personal and business 

 Focus on new cases, trends and laws in the 
past year 

 Share practical advice and observations for 
employers 
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Common Privacy Issues In The Workplace:  
What Every Employer Should Know 

Agenda 
 

 Workplace searches/monitoring 
 Cyber security and data privacy 
 Off-duty conduct 
 Background checks 
 Mandatory vaccination requirements 
 Medical marijuana and substance abuse testing 
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The Right to Privacy: 
Sources of Protection in the Private Sector 
 No protection afforded by U.S. 

Constitution; limited protection 
afforded by state constitution 

 Protection usually derived by common 
law and specific statutory protections 
as well as private agreement: 
 Torts, such as in intrusion upon seclusion 
 Employment Agreements 
 Employee Handbooks 
 Collective Bargaining Agreements 
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Statutory Protection 
 The Electronic Communications 

Privacy Act of 1996 (ECPA) 
 The Fair Credit Reporting Act 

(FCRA) 
 The Americans with Disabilities Act 

(ADA) 
 The Family and Medical Leave Act 

(FMLA) 
 The Health Insurance Portability and 

Accountability Act (HIPAA) 
 The Genetic Information 

Nondiscrimination Act (GINA) 
 Section 503 of the Rehabilitation Act 
 State off-duty conduct/other state 

statutes 
 Criminal and credit background check 

statutes and EEOC guidance 
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Employee Monitoring  
Examples of methods and technologies used to facilitate 
employee monitoring:  
 

 E-mail monitoring 
 

 Social media 
 

 Video surveillance 
 

 GPS technology 
 

 Cell phone monitoring 
 

 Biometrics 
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E-mail Monitoring 
 

Categories of e-mails: 
 Work e-mails 
 Personal e-mails sent via work e-mail account 
 Personal e-mails accessed on work computer 
 Personal e-mail account synched with Outlook used at work 
 

Stored Communications Act  
 

Cases 
 Stengart v. Loving Care Agency 
 Holmes v. Petrovich 
 Pure Power Bootcamp v. Warrior Fitness Bootcamp 
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Social Media Monitoring 

 Discrimination laws 
 

 Can’t use  information that relates to employee’s inclusion in a 
protected class as basis for termination 
 

 National Labor Relations Act 
 

 Can’t terminate for protected activity, such as union organizing 
 

 Whistleblowing 
 

 Off-duty conduct laws  
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Can Employers Regulate Home Life? 
State Off-Duty Conduct Statutes 

 More than 30 states have statutes 
protecting employees/applicants from 
adverse actions based on off-duty conduct. 

 Statutes range from tobacco-only statutes 
to protection for using lawful products or 
engaging in lawful activities. 

 Pennsylvania & Delaware – medical 
marijuana statutes  

 New Jersey - employer may not take 
adverse action against employees or 
applicants due to smoking unless rational 
basis reasonably related to employment. 

 Check relevant state/local law before 
rendering any advice or taking any 
adverse action. 
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Example of Broad Off-Duty Conduct 
Statute – New York 

 Employer may not discipline or 
discriminate based on employee’s 
or applicant’s: 
 Political activities 
 Legal use of consumable products 
 Legal recreational activities 
 Membership in union 

 Exception – activities that create  
material conflict of interest related to employer’s 
trade secret or proprietary or business interest  

 Ex. Tobacco-free advocacy organization 



Social Media Privacy Legislation 
 Numerous states have passed legislation 

preventing employers from requesting 
social media passwords from 
applicants/employees 

 State law variations: 
 Prohibitions on seeking social media 

log-in information 
 Prohibitions on “shoulder surfing” 
 Private right of action 
 Exceptions for investigations 
 Protections for inadvertent discovery of 

employee’s log-in information (but not 
for use of that information) 
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Video Surveillance 
 Reasons to use – deter theft, maintain security, monitor 

productivity 
 Location of video – no bathrooms, locker rooms, private 

offices 
 Audio transmission – may violate federal/state wiretap laws 
 Unions – installation and use of hidden surveillance to 

monitor employees in the work place constitutes mandatory 
subject of bargaining 
 Whole Foods Market case (Dec 2015) - photography and 

audio/video recording may constitute protected activity 
pursuant to Section 7 of the NLRA.  Struck down employer rule 
of no recording meetings/conversations with co-workers 
without valid business justification 
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GPS and Cell Phone Monitoring 

 Electronic tracking laws 
 BYOD policies 
 Accessing personal e-mails and texts: 
 Stored Communications Act 
 Wiretapping laws  
 Invasion of privacy claims 
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Biometrics 
 Common methods:   

 

 Fingerprints, retinal scanners, iris scanners, hand scanners, facial 
recognition, voice recognition, vein recognition, etc. 

 

 State biometric information privacy laws (Illinois, Texas, 
Washington) 

 
 Data breach notification statutes (e.g. Delaware) 

 
 Discrimination laws (e.g. objections to collection based on religious 

beliefs) 
 
 Industry-specific privacy laws (e.g. HIPAA) 
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Data Breach  
Common internal and external threats to confidential/proprietary 
company information and sensitive personal information: 
 

 Malicious employees 
 Careless employees 
 Hackers/phishing/criminal activity 
 Mobile devices 
 Cloud computing 
 Vendors/third-parties 
 Competitors 
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Data Breach  
Sources of legal obligations following a data breach: 
 

 With recent laws enacted in Alabama and South Dakota, 50 
states have enacted data privacy laws requiring businesses to 
safeguard certain types of employee and consumer 
information and to notify affected individuals in case of a data 
security breach. 

 Federal laws and regulatory schemes in the healthcare and 
financial industries also impose data privacy protections. 

 Contractual obligations. 
 Potential common law obligations (see Dittman v. UPMC (Pa. 

Super. 2017), currently on appeal). 
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Data Breach  
 

State data breach notification laws vary in six key areas: 
 

 Scope of covered PII 
 Trigger for notification obligation 
 Recipients of notice 
 Content of notice 
 Timing of notice 
 Enforcement 

 



Workplace Dress, Attire and Grooming 
How far can an employer go in regulating attire? 

  Religious accommodation issues – wearing of beards, hats, 
headscarves, veils, tattoos 
 Title VII:  employer must reasonably accommodate employee’s or job 

applicant’s religious observances unless undue hardship 
 EEOC Guidance documents on religion and attire  

 Public image & safety (ex: head coverings & dresses; ban on 
beards) 

 Gender discrimination issues – pants vs. skirts, hair length 
 Race discrimination – hairstyles, beards 
 Courts 

 Consider accepted social norms, safety, attempts to 
accommodate 
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Political Discussions in the Workplace 
 What employees have right to free speech? 
 Some states protect freedom of discussion unless disruptive (e.g. 

Connecticut and South Carolina) 
 Offensive, harassing communications 
 Some states prevent employers from requiring attendance at 

political events (e.g. New Jersey, Oregon) 
 Some states prohibit discrimination against private employees 

based on political affiliation (e.g. California, Louisiana) 
 Employers’ restrictions on tracking employees’ political support 

for candidates (e.g. Illinois and Michigan) 
 Possible NLRB protection (where discussion involves terms and 

conditions of employment; political buttons and clothing; discussions 
during non-work time) 

 Consistent, equal application of work rules 
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Background Checks 

 Considerations: 
 
1. Who will obtain? (vendor, employer) 
2. How will the information be obtained? (Court 

records, interviews, Google/Internet searches) 
3. What information will be considered? (arrests, 

convictions, credit history) 
4. At what point in the process? (employment 

application, interview stage, post-offer) 
5. How will the information be used? (job related) 
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1. Who Will Obtain? 
Fair Credit Reporting Act 

 Applies to employers using third party consumer reporting 
agencies to obtain consumer report; does not apply to 
employers conducting own background investigations 
 

  Must follow process: 
 Written advance disclosure 
 Written authorization 
 Advance notice of intended adverse action and opportunity 

to dispute (preadverse action notice) 
 Notice of adverse action with copy of report and summary 

of rights (adverse action notice) 
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1. Who Will Obtain? 
Fair Credit Reporting Act 

 Forms: 
 Disclosure form must be a stand-alone document unencumbered by 

other information 
 Authorization may be included on same form as Disclosure 

 Releases/Waivers: 
 May not be contained on the Disclosure form 
 Recent cases: 

 Singleton v. Domino’s Pizza (D Md. 2012) 
 Reardon v. Closetmaid Corp. (W.D. Pa. 2013) 

 

 Employment Application 
 Statement/signature on Employment Application not sufficient; must 

be separate document 
 

 Check state laws for additional compliance issues (ex. 
California – need new consent forms for future checks) 



2. How Obtained? 
Digital Dirt In Employment Decisions 

 Googling a candidate, checking a candidate’s Facebook or 
LinkedIn profile, browsing a candidate’s blogs or tweets 
 

 Concerns with using digital information in hiring decisions: 
 Information may be unreliable; searches may be inconsistent 
 May reveal protected class information such as race, religion, sexual 

orientation, disability, age (especially in video clips) 
 Access to such sites may be unauthorized or deemed an improper 

purpose 
 Even if information is not used in a hiring decision, knowledge alone 

may be used against an employer or open the employer up to a 
discrimination lawsuit 

 State off-duty conduct statutes may preclude using such information 
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3. What Information Will Be Considered? 
Arrest vs. Conviction Records 

 

 Variety of state laws 
precluding consideration of 
prior arrest records 
 

 EEOC’s position – barring 
employment on basis of 
arrest records 
disproportionately excludes 
certain minority groups 
from employment 



4. At What Point In The Process? 
Timing of Requests 

 Growing trend of “Ban the Box” legislation 
 These laws typically prohibit criminal history questions 

on initial written application forms/during initial 
interview/before conditional offer 
 

 Existing state laws applicable to private employers: 
 Massachusetts  California 
 Hawaii   Connecticut 
 Rhode Island   Washington (eff. June 2018) 
 Minnesota  Vermont 
 Illinois 
 New Jersey  
 Oregon 
 District of Columbia 
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4. At What Point In The Process? 
Timing of Requests 

 Cities/municipalities jumping on the “Ban the Box” 
movement 
 

 Philadelphia’s “Ban the Box” law – applies to private 
employers  
 No inquiries regarding criminal convictions until conditional offer of 

employment.   
 

 Local Ban the Box ordinances applicable to private 
employers (17 cities as of April 2018): 
 Austin (TX), Baltimore, Buffalo, Chicago, Colombia (MO), Kansas 

City, Los Angeles, Montgomery County (MD), NYC, Philadelphia, 
Portland (OR), Prince George County (MD), Rochester, San Francisco, 
Seattle, Spokane, Washington DC 

 
26 



 
27 

 
27 

5. Use Of Conviction Records In Employment 
Decisions (EEOC) 

 Employers may not have blanket policies 
excluding those with convictions that are not job 
related and/or consistent with business necessity 

 Must be “job related and consistent with business 
necessity” 
 

 Employer develops targeted screen 
considering: 

(1) nature of crime,  
(2) time elapsed, and  
(3) nature of job 
 

 Employer also provides opportunity for 
individualized assessment. 
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5. Regulating Use of Criminal History in 
Employment Decisions (State Laws)  

 Increasing number of state and local laws regulate 
use of criminal history in employment decisions 

 Pennsylvania law 
 Employers may consider felony and misdemeanor 

convictions to the extent they relate to the applicant’s 
suitability for the specific position 

 
 Example: bank teller who has a prior conviction for 

passing bad checks 
 

 NY Article 23-A 
 Multi-factor analysis similar to EEOC factors 
 Includes consideration of rehabilitation and good conduct 
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5. Regulating Use of Criminal History in 
Employment Decisions (Local Ordinances) 

 Many local ordinances go beyond the familiar 
requirements of Ban the Box and create a “Fair 
Chance Process”  
 Contain unique and specific procedural requirements 
 May require extended pre-adverse consideration period 
 May require written individualized assessment provided 

to conditional hire 
 Prohibition on consideration of convictions over a certain 

age (i.e. no consideration of convictions older than 7 
years) 

 Job ads may require specific language or have specific 
prohibitions  
 ex: prohibition on “background check required” notation 

 NYC, Philly, LA, San Francisco 
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5. Best Practice: Use of Criminal History in  
Employment Decisions 

 Perform a multifactor analysis 
 

 Factors to consider:  
 specific job duties 
 time elapsed since offense 
 age at time of offense 
 seriousness of offense 
 evidence of successful rehabilitation, prior job history 
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Credit Checks 
 Ten states have laws limiting use of credit 

histories in employment decisions:  
 California, Connecticut, Colorado, Hawaii, Illinois, 

Maryland, Nevada, Oregon, Vermont, and 
Washington  

 NYC, Philly, Chicago, Washington DC 
 

 Bills pending in approximately half the 
remaining states 
 

 “Equal Employment for All Act” - national 
bill amending FCRA would bar employers from 
using credit reports in hiring or promotions 
 Introduced/reintroduced on multiple 

occasions during past few years 



Mandatory Vaccinations Issues 
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 Mandatory flu vaccination policies in health 
care settings.  Employees who do not comply 
risk termination. 

 Whether permissible:  
 At-will nature of employment vs. contract 
 Collective bargaining agreements 
 Title VII/ADA issues –  

 Religious beliefs 
 Disability issues 

 Recent EEOC activity: 
 EEOC v. St. Vincent Health Ctr., No. 16-224 (W.D. Pa. Sept. 22, 

2016 (settled/consent decree) 
 EEOC v. Mission Hospital, Inc., Civil Action No. 1:16-CV-00118 

(W.D.N.C. 2016) (settled/consent decree) 
 EEOC v. Baystate Medical Center, Inc., d/b/a Baystate Health, 

Civil Action No. 3:16-cv-30086 (D. Mass. 2016) 
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Drug Testing 
 Balancing of interests applied by courts in most drug testing 

cases: employee’s interest in privacy balanced against 
employer’s interests in maintaining a drug-free workplace. 
 

 Employee’s privacy measured not just by intrusion caused by 
the urinalysis or blood test, but also by manner of specimen 
collection (e.g., observed or non-observed urine collection). 
 

 Check state statutes re: drug testing procedures 
 

 Some states:  advance notice to employees, written policy, etc. 
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Drug Testing: Pennsylvania and New Jersey 
 Pennsylvania 

 Private sector drug testing not limited to reasonable suspicion or safety 
sensitive.   

 Manner in which drug testing conducted used to assess whether a 
privacy invasion 

 Court used balancing test re employee privacy vs. employer right to 
maintain drug free workplace.  Borse v. Piece Goods Shop, Inc. (3rd 
Cir.1992)  

 

 New Jersey 
 Random drug testing permissible for employees in safety-sensitive 

jobs.   
 Manner of drug testing key – need to minimize intrusiveness.  

Procedures to allow for privacy, fairness and dignity.  Hennessey v. 
Coastal Eagle Point Oil Co. (NJ 1992) 

  
 



Medical Marijuana: Federal law 
 Federal law: 

 Marijuana still illegal substance under Federal Controlled 
Substances Act (Gonzales v. Reich, US Supreme Court, 2005) 

 DOJ January 2018 memo reaffirms that marijuana unlawful 
under federal law 

 ADA: 
 No protection for medical marijuana use, even where use 

approved by doctor and authorized by state law. (Curry v. 
James v. Costa Mesa, 9th Cir. 2012) (Garcia v. Tractor Supply 
Co., D.N.M. 2016) 
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Medical Marijuana: State Law 
 Close to 30 states allow marijuana for medical use or recreational 

use (ex: Alaska, Washington State, California, Colorado, District of 
Columbia, Maine, Pennsylvania, New Jersey, Delaware, Vermont)  

 State laws vary - some address employer obligations but many 
are silent: 
 Some laws clearly prohibit discrimination based upon medical marijuana 

card holder status 
 Some laws expressly allow employers to enforce drug free workplace 

policies 
 Maine law (eff. 2/1/18) protects against adverse action based on off duty 

use of marijuana, which precludes employers from taking action for failed 
pre-employment test 

 To date, no law requires an employer to accommodate on duty use of 
medical marijuana 

 Multistate employers – one nationwide approach vs. case by case ??  
Requires risk assessment 
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Pennsylvania’s Medical Marijuana Act 

 May not discharge, threaten, refuse to hire or otherwise 
discriminate or retaliate against employee regarding employee’s 
compensation, terms, conditions or privileges solely on basis of 
employee’s status as individual certified to use medical 
marijuana. 

 Not required to accommodate use of medical marijuana at work 
 Safety sensitive position exception (employees who are certified 

users of medicinal marijuana may not performing certain safety-
sensitive jobs while under influence) 
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Salary History Ordinances 
 Rise in ordinances prohibiting employers from 

inquiring into job applicant’s prior salary and fringe 
benefit history during hiring process 

 Goal: to address pay inequity 
 Prohibited conduct may include: 

 Requiring disclosure of or inquiring about salary history (wages, salary, bonuses, 
benefits, fringe benefits and equity-based compensation); 

 Conditioning employment on disclosure; 
 Screening applicants based on their compensation histories; 
 Retaliating against a prospective employee for failing to comply with any salary 

history inquiry 

 Existing ordinances: (as of April 2018) 

 Philly (on hold), NYC, Albany County, Puerto Rico, 
Massachusetts, California, Oregon, Delaware, San Francisco 



Privacy in the Workplace 

 
 

Any Questions? 
 

Carrie B. Rosen Risa B. Boerner 
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Privacy in the Workplace 

 
Thank You! 

 
 Carrie B. Rosen Risa B. Boerner 
  

 
 

 
40 


	Private Eyes Are Watching You��Common Privacy Issues In The Workplace: �What Every Employer Should Know ���
	The Evolving Law of Privacy �in the Workplace�Purpose of the Presentation
	Common Privacy Issues In The Workplace: �What Every Employer Should Know
	The Right to Privacy:�Sources of Protection in the Private Sector
	Statutory Protection
	Employee Monitoring 
	E-mail Monitoring
	Social Media Monitoring
	Can Employers Regulate Home Life?�State Off-Duty Conduct Statutes
	Example of Broad Off-Duty Conduct�Statute – New York
	Social Media Privacy Legislation
	Video Surveillance
	GPS and Cell Phone Monitoring
	Biometrics
	Data Breach 
	Data Breach 
	Data Breach 
	Workplace Dress, Attire and Grooming�How far can an employer go in regulating attire?�
	Political Discussions in the Workplace
	Background Checks
	1. Who Will Obtain?�Fair Credit Reporting Act
	1. Who Will Obtain?�Fair Credit Reporting Act
	2. How Obtained?�Digital Dirt In Employment Decisions
	3. What Information Will Be Considered?�Arrest vs. Conviction Records
	4. At What Point In The Process?�Timing of Requests
	4. At What Point In The Process?�Timing of Requests
	5. Use Of Conviction Records In Employment Decisions (EEOC)
	5. Regulating Use of Criminal History in Employment Decisions (State Laws) 
	5. Regulating Use of Criminal History in Employment Decisions (Local Ordinances)
	5. Best Practice: Use of Criminal History in �Employment Decisions
	Credit Checks
	Mandatory Vaccinations Issues
	Drug Testing
	Drug Testing: Pennsylvania and New Jersey
	Medical Marijuana: Federal law
	Medical Marijuana: State Law
	Pennsylvania’s Medical Marijuana Act
	Salary History Ordinances
	Privacy in the Workplace
	Privacy in the Workplace

