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Headline Ethics:  Confidentiality! Self-Promotion!  Privilege! Conflicts! Government vs 

Individual Interests! Do you read about lawyers in the news and wonder, “Isn’t there a rule for 

that?”  Yes, there is, and it applies to your special education law practice.  

Join us for a fun discussion of current ethics issues. 

 
 
 

1. Communicating with clients:  How much does your client need to know? 
a. Withholding information  
b. Taking direction from clients 

 
2. Conflicts between clients: When can information gained in one client’s case be used in 

the interest of another…or yourself? 
 

3. The circle of privilege: Who is included in the group? 
a. Attorney Work Product rules 
b. Client confidentiality rules 

 
4. Government agency as client:  Representing the government’s interest if it conflicts with 

the government agent’s interest.  
a. Organization as client 

 
5. Confidentiality clauses and non-disparagement clauses: When and how can you negotiate 

silence? 
a. Attorney confidentiality clauses 
b. Paying for silence  
c. Agreeing to silence  
d. Payments on behalf of clients 

 
6. Self-promotion: Publicity, advertising, press leaks, testimonials….. 

a. Media Rights 
b. Criticism of judges  
c. Candor to the public 
d. Commentary of litigation 
e. Tweeting etc 

 
7. The Limits of Confidentiality: Must you fall on your sword? 

a. Turning in or turning on your client  
b. Subpoena obligations of lawyers  

 
 
 



 
 
 
 
 
 

December 20, 2005 
 
 

RE: Inquiry No. 2005-185 
 
 
 In this matter, the Inquirer asks the ethical propriety of informing the editor of a 
newspaper, as well as members of the news media in general, of the Court docket 
number of a matter which had been extensively covered by the news media.  The 
matter is presently in litigation and the Inquirer represents a party in that litigation.  
This response addresses the ethical considerations of such action and does not address 
any issue of substantive law because that area is beyond the authority of this 
Committee. 
 
 The permissible activities by an attorney with respect to commenting upon 
matters in which the attorney is engaged as counsel are set forth in Pa.R.P.C. 3.6.   
 
 Specifically, the Inquirer asks if there is any ethical impropriety in providing the 
news media with the identification for the docket number of a pending suit. 
 
 In the opinion of this member of this Committee, there is clearly no ethical 
impediment to an attorney involved in pending litigation providing the news media with 
the docket number of a Court proceeding which is a public record.  However, the 
attorney should refrain from making any comment concerning the pending litigation 
other than those statements permitted by Pa.R.P.C. 3.6 (b) and (c).  This will include 
any comment concerning the Inquirer’s analysis or conclusions about the information 
that is in the public record, as well as a refusal to provide a summary of the content of 
the pleadings or other documents in the public record because of the likelihood that 
those comments could materially prejudice the litigation.   
 
 The Inquirer’s attention is directed to Pa.R.P.C. 3.6 (c) which creates a limited 
exception to the restrictions contained in Pa.R.P.C. 3.6 (a) where the attorney 
reasonably believes that a statement is required to protect a client from the substantial 
undue prejudicial effect of recent publicity not initiated by the attorney or the attorney’s 
client.  In electing to make such a statement, the Inquirer should be mindful of the 
restriction contained in Pa.R.P.C. (c) that any statement that is made must be limited to 
only such information as is necessary to mitigate the recent adverse publicity.  In 
addition, the information contained in any such statement must be accurate.  The 
factual scenario of this Inquiry does not involve the content of a proposed statement to 
be made by the Inquirer in response to prior media publicity, thus that issue is not 
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involved in this response and no opinion is expressed with respect to that situation, 
except for the general guidance set forth above and that by providing the news media 
with a reference to the docket identification for the suit, the Inquirer is not responding  
to prejudicial adverse publicity but is rather simply providing the news media with the 
location of information which is available to the public and the news media, from which 
the media may draw its own conclusions.   
 
CAVEAT:   THE FOREGOING OPINION IS ADVISORY ONLY AND IS NOT 

BINDING ON THE DISCIPLINARY BOARD OF THE SUPREME COURT 
OF PENNSYLVANIA OR ANY COURT.  IT CARRIES ONLY SUCH 
WEIGHT AS AN APPROPRIATE REVIEWING AUTHORITY MAY 
CHOOSE.  MOREOVER, THIS IS THE OPINION OF ONLY ONE 
MEMBER OF THE COMMITTEE AND IS NOT AN OPINION OF THE 
FULL COMMITTEE. 

 



 
 

March 10, 2014 

 

INQUIRY NO.  2014-011 
 

 

 You have requested an ethics opinion from the PBA Legal Ethics and 

Professional Responsibility Committee.   

 

 This Inquiry relates to a potential civil suit being prepared by the inquirer.  The 

suit relates to a factual situation arising from an organ transplant in which a preliminary 

medical test disqualified the donor’s organ from being an appropriate transplant for the 

proposed recipient of that organ.  The disqualifying test result was ascertained before the 

transplant surgery but did not come to the attention of the medical personnel performing 

the transplant until after the organ had been removed from the donor and before it was 

transplanted to the recipient.  As a result of that discovery, the organ could not be 

transplanted into the original recipient and time did not permit a repeat of the medical 

test.  However, the donor’s organ was eligible for transplant to another recipient who met 

the eligibility requirements for that organ.  After that transplant had occurred, a second 

medical test was performed and it was later ascertained that the initial test results were 

wrong and that the organ could have been transplanted to the initial recipient.  The initial 

recipient has retained the inquirer to institute litigation against those responsible for the 

failure to note the disqualifying factors and perform a second test prior to the day of the 

surgery. 

 

 The inquirer is contemplating releasing certain information about the situation to 

media outlets prior to instituting suit.  The initial inquiry is whether a draft of a proposed 

complaint can be provided to media outlets before suit is instituted. 

 

 The applicable rule is set forth in the Pennsylvania Rules of Professional Conduct 

at PA RPC 3.6, which reads as follows: 

 

 Rule 3.6 Trial Publicity 

 

 (a) A lawyer who is participating or has participated in the 

investigation or litigation of a matter shall not make an extrajudicial 

statement that the lawyer knows or reasonably should know will be 

disseminated by means of public communication and will have a 

substantial likelihood of materially prejudicing an adjudicative proceeding 

in the matter. 
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 (b) Notwithstanding paragraph (a), a lawyer may state: 

 

  (1) the claim, offense or defense involved and, except 

 when prohibited by law, the identity of the persons involved; 

 

  (2) information contained in a public record; 

 

  (3) that an investigation of the matter is in progress; 

 

  (4) the scheduling or result of any step in litigation; 

 

  (5) a request for assistance in obtaining evidence and 

 information necessary thereto; 

 

  (6) a warning of danger concerning the behavior of a 

 person involved, when there is reason to believe that there exists 

 the likelihood of substantial harm to an individual or to the public 

 interest; and 

 

  (7) in a criminal case, in addition to subparagraphs (1) 

 through (6): 

 

   (i) the identity, residence, occupation and 

 family status of the accused; 

 

   (ii) if the accused has not been apprehended, 

 information necessary to aid in apprehension of that person; 

 

   (iii) the fact, time and place of arrest; and 

 

   (iv) the identity of investigating and arresting 

 officers or agencies and the length of the investigation. 

 

 (c) Notwithstanding paragraph (a), a lawyer may make a 

statement that a reasonable lawyer would believe is required to protect a 

client from the substantial undue prejudicial effect of recent publicity not 

initiated by the lawyer of the lawyer’s client.  A statement made pursuant 

to this paragraph shall be limited to such information as is necessary to 

mitigate the recent adverse publicity. 

 

 (d) No lawyer associated in a firm or government agency with 

a lawyer subject to paragraph (a) shall make a statement prohibited by 

paragraph (a). 
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 The essence of PA RPC 3.6 is that when a lawyer has participated in an 

investigation of a situation the lawyer is prohibited from making any extrajudicial 

statement which the lawyer knows or reasonably should know will have an adverse effect 

on the adjudicative process.  In the initial question propounded by this inquirer, it is 

significant to note that the suit is contemplated based upon the inquirer’s investigation 

and thus, the release of a draft complaint prior to its filing may very well have an adverse 

effect on the adjudicative process because it will unilaterally assert factual contentions 

which most likely will be opposed and which may result in misleading potential jurors 

and thus, it is not permissible under PA RPC 3.6 (a).  More specifically, the rule that a 

copy of a filed complaint may be provided to the media outlets under PA RPC 3.6 (b)(2) 

but not under PA RPC 3.6 (a) results in the conclusion that draft pleadings are not 

permissible to be sent to the media outlets before they are filed.  A second reason exists 

which precludes the issuance of a draft of the proposed civil complaint because it is a 

draft which could undergo revisions prior to its being filed.  Therefore, if any substantive 

changes are made in that document prior to its filing, the draft copy that would have been 

released to the media outlets would no longer be accurate and as a result it would be 

misleading to the media outlets and the public generally.  Although providing a draft 

copy of the proposed civil complaint to the media outlets would violate PA RPC 3.6(a), 

the provisions set forth at PA RPC 3.6(b)(1) and (3) would permit the inquirer to make an 

extrajudicial statement to the media outlets that an investigation has been conducted and 

is ongoing or is to be undertaken with respect to circumstances presented by the client’s 

potential claim.  However, care should be taken in that statement to insure that the facts 

then known are correctly set forth.  Conclusory statements based upon those facts must 

be strictly avoided and the extrajudicial statement must be limited to the information 

authorized to be provided by PA RPC 3.6(1), (3), (5) and as discussed in Comment [5] to 

that Rule. 

 

 The second inquiry however, relates to whether the civil complaint may be 

released to the media outlets after it has been filed.  In this regard, PA RPC 3.6 (b)(2) 

specifically creates an exception to the general rule and permits an attorney to provide 

copies of documents which have been filed of record in a proceeding to the media outlets.  

Obviously, the drafters of the Rule perceived that reasons for not permitting a pre-filing 

draft of copy of a pleading to be released change when that complaint has been filed and 

that document has become a part of the public record.  Thus, it would be ethically 

permissible for the inquirer to release a copy of the civil complaint as actually filed to the 

media outlets.  Here again, the inquirer should follow the guidance set forth in the 

preceding paragraph concerning comments made after the release of the filed complaint.  

The inquirer should take care not to explain or comment on the factual conclusions 

contained in that civil complaint but rather simply leave any conclusions to be drawn 

from the document to the individuals reviewing it. 

 

 In addition, once the civil complaint has been filed it would be entirely 

appropriate to comment that an ongoing investigation is being conducted through the 

applicable discovery processes. 
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 Finally, the inquirer asks is it ethically permissible to notify the media outlets of 

the scheduling of events as the civil matter proceeds.  PA RPC 3.6(4) specifically 

authorizes an exception to the general rule and permits counsel to advise the media 

outlets of the events scheduled by the court in the proceeding as the proceeding goes 

forward.  Care should be taken here, as well as described above, to avoid violating the 

recognized limitations on the content of any extrajudicial statement. 

 

 The inquirer’s attention is directed to Section 7.6 through 7.6d of the 

Pennsylvania Ethics Handbook (2011 Edition) which discusses generally the obligations 

of counsel with respect to making extrajudicial statements concerning a matter under 

investigation or in litigation. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

CAVEAT: The foregoing opinion is advisory only and is not binding on the 

Disciplinary Board of the Supreme Court of Pennsylvania or any other Court.  This 

opinion carries only such weight as an appropriate reviewing authority may choose to 

give it.  Moreover, this is the opinion of only one member of the committee and is not an 

opinion of the full committee. 



 
 

November 25, 2015 

 

INQUIRY NO.  2015-035 
 

Issue 

 

Are lawyers prohibited from asking for or agreeing to a confidentiality and/or non-disparagement 

clauses in a settlement agreement?   

 

Conclusion 
 

Confidentiality agreements and non-disparagement agreements are not per se ethically prohibited. 

In Pennsylvania, Rule 1.6 confidentiality is broad and requires lawyers to keep confidential 

information relating to the representation obtained from any source.  This is more than just 

information considered “privileged.”   It is not the attorney’s prerogative to release the 

information publicly, even if it is otherwise available, and particularly not for his own purposes in 

advertising. Provisions which either explicitly interfere with or are intended to interfere with the 

handling of future clients’ cases are prohibited by the Rule 5.6 and it is improper to ask for and 

for a lawyer to agree to such provisions.  A lawyer would be permitted under Rule 7.4 to advertise 

that he or she has handled a certain type of matter and a non-disparagement clause and/or 

confidentiality clause cannot preclude advertisement of areas of practice.  However, even apart 

from a confidentiality and/or non-disparagement clause, Rule 7.1 would preclude statements like 

“successfully litigated 30 cases involving Mortgage company and their law firm’s unfair and 

unlawful practice of…” as statements such as this are not likely objectively verifiable.  A non-

disparagement clause or confidentiality clause that is limited to an attorney’s public statements 

regarding the specifics of a case, made not in the context of legal advocacy for another client, 

however, are permitted.   

 

Discussion 

 

You have requested an ethics opinion from the PBA Legal Ethics and Professional Responsibility 

Committee.  This is in response to your inquiry of September 28, 2015, and follow up 

correspondence, wherein you requested an opinion on whether certain language in a Non-

Disparagement clause in a settlement agreement violates the Rules of Professional Conduct and 

specifically RPC Rules 7.1, 3.4 and 5.6. The parties resolved disputed litigation and agreed to 

language of a release.  The release/settlement agreement includes a broad confidentiality 

agreement regarding the settlement itself and binds both Releasor and counsel.  The agreement 

also contains a non-disparagement clause forming the basis of your request. The pertinent 

language at issue is as follows: 
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Releasor and Releasor 's counsel agree not to make any statements, written or 

verbal, to the news media, on the internet, or in social or other media intended to 

reach a general audience, or cause or encourage others to make any disparaging 

statements, written or verbal, concerning Releasee, its employees, directors, and 

officers. For purposes hereof, such statements include negative commentary and 

other that can reasonably be construed to materially impugn the character, 

honesty, integrity, morality or business acumen or abilities of Releasee, its 

employees, directors, and officers. 

 

Ethical prohibitions applicable to both parties’ counsel apply to this matter, depending on the 

scope and interpretation of the particular clause.  Whether such agreement is enforceable or 

violates First Amendment rights is beyond the scope of this opinion and will not be addressed.  

 

As an initial matter, the Committee has long determined that there is no per se ethical prohibition 

against settlement agreements that include confidentiality agreements.  See e.g. Inquiry 2000-24a 

(“It has always been ethically appropriate for counsel to engage in good faith settlement 

discussions in a contemplated civil action with a potential defendant where, as a part of the 

consideration for the settlement, a Confidentiality Agreement is incorporated into the 

settlement.”). Most ethics opinions conclude that negotiating for, agreeing to and ultimately 

including a confidentiality provision precluding the dissemination of the fact of or terms of the 

confidentiality agreement is not prohibited under the Rules of Professional Conduct.  See e.g. 

N.Y. Comm. on Prof'l Ethics, Op. 730 (2000), ABA Formal Op. 00-417 (2000); Colo. Bar Ass'n 

Ethics Comm., Op. 92 (1993).  This is true primarily because a lawyer is obligated under RPC 

Rule 1.6 to keep information relating to the representation of the client confidential unless the 

client gives informed consent.  Rule 1.6 confidentiality requirements continue after the client-

lawyer relationship has terminated.  Further, Rule 1.6 is broad and applies to “information 

relating to the representation” and has been construed to include any information, even that which 

is otherwise publicly available. See e.g. Ca. State Bar Standing Cmte. on Prof’l Resp. & Cond., 

Formal Op. Interim No. 13-005. (“A lawyer’s duty of confidentiality is broader than the attorney-

client privilege, and any information learned during the representation must be protected as a 

client secret even if the information is publicly available.”).  Comment [3] to Rule 1.6 provides 

that the rule applies to “all information relating to the representation, whatever its source.”  

Therefore, absent client consent, a lawyer is prohibited, even without being a signatory to a 

confidentiality agreement, from revealing information related to the representation of the client. 

See also ABA Formal Op. 00-417 (2000) (“A proposed settlement provision, agreed to by the 

client, that prohibits the lawyer from disclosing information relating to the representation is no 

more than what is required by the Model Rules absent client consent, and does not necessarily 

limit the lawyer's future practice in the manner accomplished by a restriction on the use of 

information relating to the opposing party in the matter.”).   A client has the right to ask for and 

insist upon the lawyer’s keeping the information related to his representation confidential.  The 

lawyer’s rights to solicit future clients do not trump the client’s rights in this respect.   

 

However, it is undisputed that a defense counsel cannot ask for and a plaintiff’s counsel cannot 

agree to a provision in a settlement agreement that restricts the right of the plaintiff’s counsel to 

represent future claimants in litigation.  RPC Rule 5.6(b) provides: 
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A lawyer shall not participate in offering or making: 

…(b) an agreement in which a restriction on the lawyer’s right to practice is part of 

the settlement of a client controversy. 

 

Comment [2] to Rule 5.6 provides that this rule “prohibits a lawyer from agreeing not to represent 

other persons in connection with settling a claim on behalf of a client.”  The ABA Comm. on 

Ethics & Prof’l Responsibility, in Opinion 93-371 considered a restriction on the lawyer’s ability 

to represent future clients in toxic tort litigation. The court concluded that an agreement 

prohibiting counsel from representing future clients violates Rule 5.6 because the rule is meant to 

protect the lawyer’s right to practice and to protect the public’s access to lawyers, “who, by virtue 

of their background and experience, might be the very best available talent to represent these 

individuals.”  The opinion also states that “the use of such agreements may provide clients with 

rewards that bear less relationship to the merits of their claims than they do to the desire of the 

defendant to ‘buy off’ plaintiff’s counsel….[T]he offering of such restrictive agreements places 

the plaintiff’s lawyer in a situation where there is a conflict between the interests of present 

clients and those of potential future clients.”    The language in the agreement at issue here, 

however, does not on its face prohibit the plaintiff’s counsel from representing future clients 

against the defendant.   

 

The question is, then, whether the non-disparagement clause can, under the Rules, be construed to 

preclude Plaintiff’s counsel from using the information obtained in this representation and/or for 

advertising for clients by using the information obtained in this representation.   

 

An interpretation which precludes any use of information obtained in the representation in future 

actions would likewise violate the Rules.  The ABA Comm. on Ethics & Prof’l Responsibility, 

Op. 00-417 (2000) addressed the issue of whether a confidentiality provision in an agreement was 

proper when it precluded the subsequent use of information gained in the representation of the 

client.  The Committee determined that such a broad provision would create a material limitation 

on the lawyer’s representation of future clients due to the lawyer’s inability to use confidential 

information learned in the prior representation, effectively restricting the lawyer’s right to 

practice law in violation of Rule 5.6. The Committee there found that a lawyer may not agree to a 

confidentiality agreement if that meant the lawyer could not ever oppose the other party.  See also 

Philadelphia Bar Association's Professional Guidance Committee Opinion 95-13. (“This 

Committee agrees with the American Bar Association that the injunction of Rule 1.2, to abide by 

the client's decision regarding settlement, must be read as limited by Rule 5.6(b), given the 

important public policies reflected in Rule 5.6. Accordingly, a lawyer cannot agree to refrain from 

representing other clients as a condition of settlement of present cases. The fact that the buy-off in 

the present case is disguised as a reimbursement of fees and costs does not eliminate the effect of 

the second condition, to limit your involvement on behalf of future clients.”). Similarly, Colorado 

Bar Op. 92 (1993) advised that a settlement agreement may not prevent counsel from 

subpoenaing records or fact witnesses or using a certain expert in future cases.   Recently, the 

S.C. Bar Ethics Advisory Comm., in Op. 16-02 found a clause appropriate that agreed “to forego 

disclosure, [but contained] no language is included that would limit the individual attorneys’ use 

of information gained in the course of the representation for development of legal strategy or 

other similar purposes.”   
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Rule 1.1 provides that “competent representation requires the legal knowledge, skill, 

thoroughness and preparation reasonably necessary for the representation.”  In order to represent 

a client competently a lawyer needs to be able to discuss with the client what that client can 

reasonably expect in a lawsuit against a particular defendant and needs to be able to use 

information obtained from past representations in order to request evidence or subpoena 

witnesses.  Further, the plaintiff’s counsel may need to use the information in formulating future 

complaints in representing future clients.  Therefore, it is ethically problematic to interpret these 

clauses to prohibit any use of the information in the representation of future clients and impede 

the independent judgment of counsel.  However, counsel can use the information without 

revealing the specific details of former client’s settlement and violating the Rule 1.6 

confidentiality.  Comment [4] is instructive, providing “[a] lawyer’s use of a hypothetical to 

discuss issues relating to the representation is permissible….”  Further, the lawyer can use the 

information without revealing the specific details in planning strategy for discovery and 

formulating discovery requests.  Therefore, a lawyer cannot ask for and a plaintiff’s counsel 

cannot agree to any provision which precludes the use of information in future cases.  The 

provisions of this settlement agreement ethically can be interpreted to preclude disclosure of 

specifics of the case but cannot bar the use of the information in future cases. 

 

The analysis is more complex when Plaintiff’s counsel wishes, however, to use the information 

obtained in the representation for his personal advertising.  To the extent the client wishes the 

lawyer to sign the agreement, this creates a potential conflict of the lawyer insisting on the right 

of self-promotion over the client’s interests in settling pursuant to a confidentiality / non-

disparagement clause.  Rule 1.7(a)(2) provides that a concurrent conflict of interest exists if there 

is a significant risk that the representation of the client will be materially limited by a personal 

interest of the lawyer.  If, while representing the client’s interests in settling the matter, counsel 

has an eye as to how he or she is going to “leverage” this success in marketing to obtain similar 

clients against this very same defendant, that would appear to be at the very least a potential 

concurrent conflict of interest.   

 

However, that conflict may not present a problem in these circumstances if the advertising that 

the lawyer wishes to do is already precluded by the Rules.  Plaintiff’s counsel gives the example 

of advertising that he has “successfully litigated 30 cases involving Mortgage company and their 

law firm’s unfair and unlawful practice of….”  Advertising lawyer’s services is governed by 

Rules 7.1 et seq.  Rule 7.1 provides that 

 

 A lawyer shall not make a false or misleading communication about the lawyer or 

the lawyer’s services. A communication is false or misleading if it contains a 

material misrepresentation of fact or law, or omits a fact necessary to make the 

statement considered as a whole not materially misleading. 

 

Comment [2] provides that truthful statements can be misleading if there is a substantial 

likelihood that it will lead a reasonable person to formulate a specific conclusion about the lawyer 

or lawyer’s services for which there is no reasonable factual foundation.  This Committee 

describes the Rules relative to what is appropriate for advertising as follows: 
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Advertising by lawyers is intended to convey objective and verifiable information 

that will assist a prospective client in making an informed decision about selecting 

a lawyer for representation. In evaluating whether an advertisement is misleading, 

the Comment makes clear that it is to be viewed from the perspective of a 

“reasonable person. 

 

Inquiry No. 2005-188.  In this case, the facts conveyed are that the settlement agreement 

contained no admission of liability and there is substantial dispute as to the client’s claims.  The 

“successfully litigated” statement could be construed to violate the ethics rules related to 

advertising as it pertains to this case.  Parties have myriad of reasons to resolve matters and the 

defendant may equally feel this was a successful defense.  Success in litigation can be defined in 

many ways.  The statement “successfully litigated” and “company and their law firm’s unfair and 

unlawful practice of…..” is likely misleading as it is neither objective nor verifiable and could 

lead a reasonable prospective client to come to an unsubstantiated conclusion about the lawyer’s 

services.  Negative commentary regarding another party, particularly that which is disputed, is 

likely construed as neither objective nor verifiable.  Further, this Committee has previously found 

that Rule 7.1 “would ordinarily preclude advertisements about results obtained on behalf of a 

client, such as the amount of a damage award or the lawyer's record in obtaining favorable 

verdicts.” Inquiry 93-158.  Therefore, the Rules of Professional Conduct, even apart from the 

non-disparagement clause, likely preclude the type of advertising Plaintiff’s counsel is 

suggesting.  

 

Rule 7.4 allows a lawyer to advertise the fact that the lawyer practices in a particular field.  

Therefore, the agreement cannot be construed to preclude Plaintiff’s counsel from advertising that 

he has handled matters of a particular type.   

 

Some ethics opinions have found and Plaintiff’s counsel advocates that Rule 3.4(d) should apply 

and prohibit the non-disparagement clause from applying to public statements.  However, Rule 

3.4 is titled Fairness to Opposing Party and Counsel.  Paragraph (d) provides that a lawyer shall 

not: 

 

“Request a person other than a client to refrain from voluntarily giving relevant 

information to another party….” 

 

The Rule itself on its face prohibits a lawyer from convincing witnesses or others to talk to 

opposing counsel and is designed as Comment [1] explains to keep fair competition in the 

adversary system by prohibiting inter alia improperly influencing witnesses.  Rule 3.4 is not, on 

its face, a Rule designed to allow lawyers to advertise their services and seek clients.  Although 

one bar association interpreted their Rule 3.4 broadly and found that “other party” could mean 

future clients or claimants.  Therefore, the opinion found the Rule could preclude a lawyer from 

accepting or proposing any agreement which prohibits the disclosure of relevant information to 

future claimants. Chicago Informal Ethics Op. 2012-10.  However, more persuasive is the Indiana 

Legal Ethics Committee Opinion No. 1 of 2014, which found it is “unlikely that Rule 3.4(f) 

[similar language to Pa.R.P.C. 3.4(d)] was designed to require an attorney to retain the right to 

make public statements concerning past cases when at the time Rule 3.4(f) was drafter, former 

Rule 7.2(d)(2) [related to advertising] would have prohibited such statements.”  The Indiana 
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Committee went on to say that a non-disparagement provision should not be interpreted to 

prevent a lawyer from voluntarily giving evidence to third parties for their use in litigation unless 

the evidence was subject to a protective order or other valid confidentiality obligation.   Further 

Rule 3.4 has been interpreted to preclude a lawyer from demanding silence from a disciplinary 

grievant as part of a settlement.  Ky. Bar Ass'n v. Unnamed Attorney, 2013 BL 352410, 414 

S.W.3d 412 (Ky. 2013).  

 

Some ethics committees have interpreted Rule 5.6(b) to prohibit settlement clauses that restrict a 

lawyer from publicly naming the particular parties against whom their client has settled.  See e.g. 

S.C. Bar Ethics Advisory Comm., Ethics Advisory Op. 10-04 (2010); Bar Ass’n of San Francisco 

Legal Ethics Comm., Op. 2012-1 (2012);  D.C. Legal Ethics Comm., Op. 335 (2006).  

 

Some other ethics committees have concluded that lawyers may not agree to settlement 

provisions that prohibit them from disclosing publicly available information. See, e.g., N.Y. State 

Bar Ass’n Comm. on Prof’l Ethics, Op. 730 (2000) (agreement not to reveal “any information 

concerning any matters relating directly or indirectly to the settlement agreement” would be too 

broad and would violate New York State settlement confidentiality rule); State Bar Ass’n of N.D. 

Ethics Comm., Op. 1997-05 (1997) (lawyers may not agree to keep confidential information that 

does not constitute confidential client information, including information that is public record). 

 

The non-disparagement clause at issue here, however, neither prohibits naming the defendant nor 

using the information in representing future clients.  Ethics opinions that have addressed the 

specific issues here and found that a clause that restricts the right to criticize the defendant in a 

non-litigation context – such as for publicity purposes – does not violate Rule 5.6.  Connecticut 

Informal Ethics Op. 2013-10.  The opinion provides: 

 

Accordingly, a non-disparagement clause may not restrict a lawyer’s use of 

information gained in one case in another case and cannot bar a lawyer from 

accusing the defendant of wrongdoing in that other litigation…. However, non-

disparagement clauses can be drafted in such a manner so as to not violate Rule 

5.6(2). So long as such clauses do not restrict the lawyer’s ability to vigorously 

represent other clients, they may validly restrict the attorney’s right to disparage 

the defendant outside of that sphere – such as for advertising or publicity purposes.   

 

Likewise, the Indiana Legal Ethics Committee stated that broadly framed non-disparagement 

clauses may violate Rule 5.6(b) and concluded that a settlement provision prohibiting a lawyer 

from advertising to the general public that he or she has represented clients against a particular 

defendant would not violate Indiana Rules 5.6(b) or 3.4(f).”   Therefore, a non-disparagement 

clause or confidentiality clause that is limited to an attorney’s public statements regarding the 

specifics of a particular case, made not in the context of legal advocacy for another client, 

however, are permissible under the Rules.      

 

CAVEAT: The foregoing opinion is advisory only and is not binding on the Disciplinary 

Board of the Supreme Court of Pennsylvania or any other Court.  This opinion carries only such 

weight as an appropriate reviewing authority may choose to give it.  Moreover, this is the opinion 

of only one member of the committee and is not an opinion of the full committee. 



 

 

 
 

April 21, 2017 

 

INQUIRY NO.  2017-015 
 

 You have requested an ethics opinion from the PBA Legal Ethics and 

Professional Responsibility Committee. 

 

Inquiry: 

 

 Over the years, several clients of your firm have offered a number of testimonials 

and endorsements to you personally and to your firm.  You are considering including 

client testimonials on a separate page of your firm website that would be accessible from 

your biography.  The client testimonials would consist of quotes from identifiable clients 

describing the nature of the representation and the client’s opinion of you as a lawyer.  

The testimonials would include the following: 

 

“[Inquirer] is highly competent in [     ]-related matters.  [Inquirer’s firm] 

provides a very attractive fee structure compared to other firms, which 

lowered our legal fees.” 

 

John Doe 

Chairman and CEO, XYZ Corporation 

 

 

“[Inquirer’s firm] has provided our company with top-quality legal 

counsel at an affordable cost.  The firm has assisted us with a wide variety 

of dicey legal issues including from [D, E and F] and has performed well 

on each matter.  I would highly recommend them to anyone looking for a 

high-quality, dependable and honest lawyer.” 

 

Jane Doe 

President and CEO, ABC Company 

 

 

“[Inquirer’s] approach to solving legal and business issues is unlike any 

other lawyer I have worked with.  [Inquirer] is an intelligent lawyer who 

has a complete understanding of clients’ objectives.  [Inquirer] provides 

strategic advice to help clients achieve their goals.” 

 

Ilene
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John Roe 

President and Founder, QRS Company 

 

“I was extremely satisfied with [Inquirer’s] representation as I was able to 

obtain the maximum value for my business all thanks to [Inquirer’s] 

expertise.  I find [Inquirer] to be helpful and impressive.  [Inquirer] went 

above and beyond my expectations and I would highly recommend 

[Inquirer’s] services.  He delivers top-tier services efficiently and cost-

effectively.” 

 

Jane Roe, Ph.D. 

UVW Consulting 

 

 You intend to include a disclaimer at the bottom of the page containing the 

testimonials that states, “These testimonials or endorsements do not constitute a 

guarantee, warranty, or prediction regarding the outcome of your legal matter.  No 

monetary consideration was offered or provided in exchange for these testimonials or 

endorsements.” 

 

Discussion: 

 

 A law firm website is a form of lawyer advertising if the website contains 

communications about the lawyer or the lawyer’s services. ABA Formal Opinion 10- 

457; PBA Inquiry No. 96-17 (May 3, 1996). Therefore, the website must conform to 

Rules 7.1 through 7.5, which govern advertising of legal services including advertising 

on the Internet.  However, your specific inquiry regarding client testimonials only 

implicates Rules 7.1 and 7.2, which provide in relevant part:  

 

Rule 7.1 Communications Concerning a Lawyer's Service  

 

 A lawyer shall not make a false or misleading communication 

about the lawyer or the lawyer's services. A communication is false or 

misleading if it contains a material misrepresentation of fact or law, or 

omits a fact necessary to make the statement considered as a whole not 

materially misleading. 

 

Comments [2] and [3] to Rule 7.1 provide: 

 

 [2] Truthful statements that are misleading are also prohibited by 

this Rule. A truthful statement is misleading if it omits a fact necessary to 

make the lawyer's communication considered as a whole not materially 

misleading. A truthful statement is also misleading if there is a substantial 

likelihood that it will lead a reasonable person to formulate a specific 

conclusion about the lawyer or the lawyer's services for which there is no 

reasonable factual foundation. 
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 [3]  An advertisement that truthfully reports a lawyer's 

achievements on behalf of clients or former clients may be misleading if 

presented so as to lead a reasonable person to form an unjustified 

expectation that the same results could be obtained for other clients in 

similar matters without reference to the specific factual and legal 

circumstances of each client's case. Similarly, an unsubstantiated 

comparison of the lawyer's services or fees with the services or fees of 

other lawyers may be misleading if presented with such specificity as 

would lead a reasonable person to conclude that the comparison can be 

substantiated. The inclusion of an appropriate disclaimer or qualifying 

language may preclude a finding that a statement is likely to create 

unjustified expectations or otherwise mislead the public. (emphasis 

added). 

 

Rule 7.2  Advertising 

 

 (e)  An advertisement or public communication that contains a paid 

endorsement shall disclose that the endorser is being paid or other 

compensated for his or her appearance or endorsement. 

 

 Comments [2], [6] and [7] to Rule 7.2 provide: 

 

 [2]  This Rule permits public dissemination of information 

concerning a lawyer’s name or firm name, address, email address, website, 

and telephone number; the kinds of services the lawyer will undertake; the 

basis on which the lawyer’s fees are determined, including prices for 

specific services and payment and credit arrangements; a lawyer’s foreign 

language ability; names of references and, with their consent, names of 

clients regularly represented; and other information that might invite the 

attention of those seeking legal assistance. (emphasis added). 

 

 [6]  Subject to the limitations set forth under paragraphs (c) and (j), 

a lawyer is allowed to pay for advertising permitted by this Rule, but 

otherwise is not permitted to pay another person for recommending the 

lawyer’s services or for channeling professional work in a manner that 

violates Rule 7.3. A communication contains a recommendation if it 

endorses or vouches for a lawyer’s credentials, abilities, competence, 

character, or other professional qualities. (emphasis added). 

 

 In PBA Formal Opinion 2014-300 Ethical Obligations for Attorneys Using Social 

Media, this Committee stated: 

 

[T]he Rules do not prohibit an attorney from soliciting reviews from 

clients about the attorney’s services on an attorney’s social networking 

site, nor do they prohibit an attorney from posting comments by others.  

Although requests such as these are permissible, the attorney should 
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monitor the information so as to verify its accuracy. . . . [Rule 8.4(c)] 

prohibits lawyers from dishonest conduct and making misrepresentations. 

If a client or former client writes a review of a lawyer that the lawyer 

knows is false or misleading, then the lawyer has an obligation to correct 

or remove the dishonest information within a reasonable amount of time. 

If the lawyer is unable to correct or remove the listing, he or she should 

contact the person posting the information and request that the person 

remove or correct the item. . . .  Attorneys may request or permit clients to 

post positive reviews, subject to the limitations of Rule 7.2, but must 

monitor those reviews to ensure they are truthful and accurate. 

 

Conclusion: 

 

 You may identify the name of a former or current client on your law firm website 

if the client or former client consents.  You may also include testimonials from former or 

current clients subject to Rule 7.1, which prohibits false or misleading communications 

about the lawyer or the lawyer’s services.  The client testimonials you intend to use could 

be deemed to laud the results you can achieve and include comparisons of your services 

or fees with the services or fees of other lawyers making them potentially misleading.   

However, in this Committee member’s opinion, your proposed disclaimer includes 

appropriate language to preclude a finding that the testimonials are likely to create 

unjustified expectations or otherwise mislead the public.  Because the client testimonials 

endorse or vouch for your credentials, abilities, competence, character or other 

professional qualities, per Rule 7.2(c), you may not pay the clients or former clients for 

channeling professional work to you.  In this regard, I note that your proposed disclaimer 

includes the statement that “no monetary consideration was offered or provided in 

exchange for these testimonials or endorsements.” 

 

 

 

 

 

 

 

 

 

 

 

 

 

CAVEAT: The foregoing opinion is advisory only and is not binding on the 

Disciplinary Board of the Supreme Court of Pennsylvania or any other Court.  This 

opinion carries only such weight as an appropriate reviewing authority may choose to 

give it.  Moreover, this is the opinion of only one member of the committee and is not an 

opinion of the full committee.   



AMERICAN BAR ASSOCIATION       
STANDING COMMITTEE ON ETHICS AND PROFESSIONAL RESPONSIBILITY              

Formal Opinion 481              April 17, 2018 

A Lawyer’s Duty to Inform a Current or Former Client of the Lawyer’s Material Error  

Model Rule of Professional Conduct 1.4 requires a lawyer to inform a current client if the lawyer 

believes that he or she may have materially erred in the client’s representation.  Recognizing that 

errors occur along a continuum, an error is material if a disinterested lawyer would conclude that 

it is (a) reasonably likely to harm or prejudice a client; or (b) of such a nature that it would 

reasonably cause a client to consider terminating the representation even in the absence of harm 

or prejudice.  No similar obligation exists under the Model Rules to a former client where the 

lawyer discovers after the attorney-client relationship has ended that the lawyer made a material 

error in the former client’s representation. 

 

Introduction 

 Even the best lawyers may err in the course of clients’ representations.  If a lawyer errs and 

the error is material, the lawyer must inform a current client of the error.1  Recognizing that errors 

                                                 
 1 A lawyer’s duty to inform a current client of a material error has been variously explained or grounded.  For 

malpractice and breach of fiduciary decisions, see, e.g., Leonard v. Dorsey & Whitney LLP, 553 F.3d 609, 629 (8th 

Cir. 2009) (predicting Minnesota law and concluding that “the lawyer must know that there is a non-frivolous 

malpractice claim against him such that there is a substantial risk that [his] representation of the client would be 

materially and adversely affected by his own interest in avoiding malpractice liability” (internal quotation marks 

omitted)); Beal Bank, SSB v. Arter & Hadden, LLP, 167 P.3d 666, 673 (Cal. 2007) (stating that “attorneys have a 

fiduciary obligation to disclose material facts to their clients, an obligation that includes disclosure of acts of 

malpractice”); RFF Family P’ship, LP v. Burns & Levinson, LP, 991 N.E.2d 1066, 1076 (Mass. 2013) (discussing the 

fiduciary exception to the attorney-client privilege and stating that “a client is entitled to full and fair disclosure of 

facts that are relevant to the representation, including any bad news”); In re Tallon, 447 N.Y.S.2d 50, 51 (App. Div. 

1982) (“An attorney has a professional duty to promptly notify his client of his failure to act and of the possible claim 

his client may thus have against him.”).     

For disciplinary decisions, see, e.g., Fla. Bar v. Morse, 587 So. 2d 1120, 1120–21 (Fla. 1991) (suspending a 

lawyer who conspired with his partner to conceal the partner’s malpractice from the client); In re Hoffman, 700 N.E.2d 

1138, 1139 (Ind. 1998) (applying Rule 1.4(b)).  See also Ill. State Bar Ass’n Mut. Ins. Co. v. Frank M. Greenfield & 

Assocs., P.C., 980 N.E.2d 1120, 1129 (Ill. App. Ct. 2012) (finding that a voluntary payments provision in a 

professional liability insurance policy was “against public policy, since it may operate to limit an attorney’s disclosure 

[of his potential malpractice] to his clients”). 

For ethics opinions, see, e.g., Cal. State Bar Comm. on Prof’l Responsibility & Conduct Op. 2009-178, 2009 

WL 3270875, at *4 (2009) [hereinafter Cal. Eth. Op. 2009-178] (“A lawyer has an ethical obligation to keep a client 

informed of significant developments relating to the representation. . . . Where the lawyer believes that he or she has 

committed legal malpractice, the lawyer must promptly communicate the factual information pertaining to the client’s 

potential malpractice claim against the lawyer to the client, because it is a ‘significant development.’” (citation 

omitted)); Colo. Bar Ass’n, Ethics Comm., Formal Op. 113, at 3 (2005) [hereinafter Colo. Op. 113] (“Whether a 

particular error gives rise to an ethical duty to disclose [under Rule 1.4] depends on whether a disinterested lawyer 

would conclude that the error will likely result in prejudice to the client’s right or claim and that the lawyer, therefore, 

has an ethical responsibility to disclose the error.”); Minn. Lawyers Prof’l Responsibility Bd. Op. 21, 2009 WL 

8396588, at *1 (2009) (imposing a duty to disclose under Rule 1.4 where “the lawyer knows the lawyer’s conduct 

may reasonably be the basis for a non-frivolous malpractice claim by a current client that materially affects the client’s 
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occur along a continuum, an error is material if a disinterested lawyer would conclude that it is (a) 

reasonably likely to harm or prejudice a client; or (b) of such a nature that it would reasonably 

cause a client to consider terminating the representation even in the absence of harm or prejudice.  

 If a material error relates to a former client’s representation and the lawyer does not 

discover the error until after the representation has been terminated, the lawyer has no obligation 

under the Model Rules to inform the former client of the error.  To illustrate, assume that a lawyer 

prepared a contract for a client in 2015.  The matter is concluded, the representation has ended, 

and the person for whom the contract was prepared is not a client of the lawyer or law firm in any 

other matter.  In 2018, while using that agreement as a template to prepare an agreement for a 

different client, the lawyer discovers a material error in the agreement.  On those facts, the Model 

Rules do not require the lawyer to inform the former client of the error.  Good business and risk 

management reasons may exist for lawyers to inform former clients of their material errors when 

they can do so in time to avoid or mitigate any potential harm or prejudice to the former client.  

Indeed, many lawyers would likely choose to do so for those or other individual reasons.  Those 

are, however, personal decisions for lawyers rather than obligations imposed under the Model 

Rules.   

 

The Duty to Inform a Current Client of a Material Error 

 A lawyer’s responsibility to communicate with a client is governed by Model Rule 1.4.2  

Several parts of Model Rule 1.4(a) potentially apply where a lawyer may have erred in the course 

of a current client’s representation.  For example, Model Rule 1.4(a)(1) requires a lawyer to 

promptly inform a client of any decision or circumstance with respect to which the client’s 

informed consent may be required.  Model Rule 1.4(a)(2) requires a lawyer to “reasonably consult 

with the client about the means by which the client’s objectives are to be accomplished.”  Model 

Rule 1.4(a)(3) obligates a lawyer to “keep a client reasonably informed about the status of a 

matter.”  Model Rule 1.4(a)(4), which obliges a lawyer to promptly comply with reasonable 

requests for information, may be implicated if the client asks about the lawyer’s conduct or 

performance of the representation.  In addition, Model Rule 1.4(b) requires a lawyer to “explain a 

                                                 
interests”); 2015 N.C. State Bar Formal Op. 4, 2015 WL 5927498, at *2 (2015) [hereinafter 2015 N.C. Eth. Op. 4] 

(applying Rule 1.4 to “material errors that prejudice the client’s rights or interests as well as errors that clearly give 

rise to a malpractice claim”; N.J. Sup. Ct. Advisory Comm. on Prof’l Ethics Op. 684, 1998 WL 35985928, at *1 

(1998) [hereinafter N.J. Eth. Op. 684] (discussing Rules 1.4 and 1.7(b) and requiring disclosure “when the attorney 

ascertains malpractice may have occurred, even though no damage may yet have resulted”); N.Y. State Bar Ass’n 

Comm. on Prof’l Ethics Eth. Op. 734, 2000 WL 33347720, at *3 (2000) [hereinafter N.Y. Eth. Op. 734] (discussing 

the prior Code of Professional Responsibility and concluding that the inquirer had a duty to tell the client that it made 

“a significant error or omission that may give rise to a possible malpractice claim”); Sup. Ct. of Prof’l Ethics Comm. 

Op. 593, 2010 WL 1026287, at *1 (2010) [Tex. Eth. Op. 593] (opining that the lawyer must also terminate the 

representation and applying Texas Rules 1.15(d), 2.01, and 8.04(a)(3)).  See also RESTATEMENT (THIRD) OF THE LAW 

GOVERNING LAWYERS § 20 cmt. c (2000) (requiring disclosure where the conduct “gives the client a substantial 

malpractice claim against the lawyer”).   

 2 MODEL RULES OF PROF’L CONDUCT R. 1.4 (2018) (“Communication”) [hereinafter MODEL RULES].  
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matter to the extent reasonably necessary to permit the client to make informed decisions regarding 

the representation.”  More broadly, the “guiding principle” undergirding Model Rule 1.4 is that 

“the lawyer should fulfill reasonable client expectations for information consistent with the duty 

to act in the client’s best interests, and the client’s overall requirements as to the character of 

representation.”3  A lawyer may not withhold information from a client to serve the lawyer’s own 

interests or convenience.4  

 Determining whether and when a lawyer must inform a client of an error can sometimes 

be difficult because errors exist along a continuum.  An error may be sufficiently serious that it 

creates a conflict of interest between the lawyer and the client.  Model Rule 1.7(a)(2) provides that 

a concurrent conflict of interest exists if “there is a significant risk that the representation of one 

or more clients will be materially limited by . . . a personal interest of the lawyer.”  Where a 

lawyer’s error creates a Rule 1.7(a)(2) conflict, the client needs to know this fact to make informed 

decisions regarding the representation, including whether to discharge the lawyer or to consent to 

the conflict of interest.  At the other extreme, an error may be minor or easily correctable with no 

risk of harm or prejudice to the client. 

 Several state bars have addressed lawyers’ duty to disclose errors to clients.5  For example, 

in discussing the spectrum of errors that may arise in clients’ representations, the North Carolina 

State Bar observed that “material errors that prejudice the client’s rights or claims are at one end.  

These include errors that effectively undermine the achievement of the client’s primary objective 

for the representation, such as failing to file the complaint before the statute of limitations runs.”6  

At the other end of the spectrum are “nonsubstantive typographical errors” or “missing a deadline 

that causes nothing more than delay.”7  “Between the two ends of the spectrum are a range of 

errors that may or may not materially prejudice the client’s interests.”8  With respect to the middle 

ground: 

Errors that fall between the two extremes of the spectrum must be analyzed under 

the duty to keep the client reasonably informed about his legal matter. If the error 

will result in financial loss to the client, substantial delay in achieving the client’s 

objectives for the representation, or material disadvantage to the client’s legal 

position, the error must be disclosed to the client. Similarly, if disclosure of the 

error is necessary for the client to make an informed decision about the 

representation or for the lawyer to advise the client of significant changes in 

strategy, timing, or direction of the representation, the lawyer may not withhold 

information about the error.9  

                                                 
 3 Id. cmt. 5. 

 4 Id. cmt. 7. 

 5 See supra note 1 (listing authorities). 

 6 2015 N.C. Eth. Op. 4, supra note 1, 2015 WL 5927498, at *2. 

 7 Id. 

 8 Id. 

 9 Id. 
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 Another example is contained in the Colorado Bar Association’s Ethics Committee in 

Formal Opinion 113, which discusses the spectrum of errors that may implicate a lawyers’ duty of 

disclosure.  In doing so, it identified errors ranging from those plainly requiring disclosure (a 

missed statute of limitations or a failure to file a timely appeal) to those “that may never cause 

harm to the client, either because any resulting harm is not reasonably foreseeable, there is no 

prejudice to a client’s right or claim, or the lawyer takes corrective measures that are reasonably 

likely to avoid any such prejudice.”10  Errors by lawyers between these two extremes must be 

analyzed individually.  For example, disclosure is not required where the law on an issue is 

unsettled and a lawyer makes a tactical decision among “equally viable alternatives.”11  On the 

other hand, “potential errors that may give rise to an ethical duty to disclose include the failure to 

request a jury in a pleading (or pay the jury fee), the failure to include an acceleration provision in 

a promissory note, and the failure to give timely notice under a contract or statute.”12  Ultimately, 

the Colorado Bar concluded that whether a particular error gives rise to an ethical obligation to 

disclose depends on whether the error is “material,” which further “depends on whether a 

disinterested lawyer would conclude that the error will likely result in prejudice to the client’s right 

or claim.”13 

 These opinions provide helpful guidance to lawyers, but they do not—just as we do not—

purport to precisely define the scope of a lawyer’s disclosure obligations.  Still, the Committee 

believes that lawyers deserve more specific guidance in evaluating their duty to disclose errors to 

current clients than has previously been available.   

 In attempting to define the boundaries of this obligation under Model Rule 1.4, it is 

unreasonable to conclude that a lawyer must inform a current client of an error only if that error 

may support a colorable legal malpractice claim, because a lawyer’s error may impair a client’s 

representation even if the client will never be able to prove all of the elements of malpractice.  At 

the same time, a lawyer should not necessarily be able to avoid disclosure of an error absent 

apparent harm to the client because the lawyer’s error may be of such a nature that it would cause 

a reasonable client to lose confidence in the lawyer’s ability to perform the representation 

competently, diligently, or loyally despite the absence of clear harm.  Finally, client protection and 

the purposes of legal representation dictate that the standard for imposing an obligation  to disclose 

must be objective. 

 With these considerations in mind, the Committee concludes that a lawyer must inform a 

current client of a material error committed by the lawyer in the representation.  An error is material 

if a disinterested lawyer would conclude that it is (a) reasonably likely to harm or prejudice a 

client; or (b) of such a nature that it would reasonably cause a client to consider terminating the 

representation even in the absence of harm or prejudice.         

                                                 
 10 Colo. Op. 113, supra note 1, at 3. 

 11 Id. 

 12 Id. 
13 Id. at 1, 3. 
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 A lawyer must notify a current client of a material error promptly under the 

circumstances.14  Whether notification is prompt will be a case- and fact-specific inquiry.  Greater 

urgency is required where the client could be harmed by any delay in notification.  The lawyer 

may consult with his or her law firm’s general counsel, another lawyer, or the lawyer’s professional 

liability insurer before informing the client of the material error.15  Such consultation should also 

be prompt.  When it is reasonable to do so, the lawyer may attempt to correct the error before 

informing the client.  Whether it is reasonable for the lawyer to attempt to correct the error before 

informing the client will depend on the facts and should take into account the time needed to 

correct the error and the lawyer’s obligation to keep the client reasonably informed about the status 

of the matter.  

 

When a Current Client Becomes a Former Client   

 As indicated earlier, whether a lawyer must reveal a material error depends on whether the 

affected person or entity is a current or former client.  Substantive law, rather than rules of 

professional conduct, controls whether an attorney-client relationship exists, or once established, 

whether it is ongoing or has been concluded.16  Generally speaking, a current client becomes a 

former client (a) at the time specified by the lawyer for the conclusion of the representation, and 

acknowledged by the client, such as where the lawyer’s engagement letter states that the 

representation will conclude upon the lawyer sending a final invoice, or the lawyer sends a 

disengagement letter upon the completion of the matter (and thereafter acts consistently with the 

letter);17 (b) when the lawyer withdraws from the representation pursuant to Model Rule of 

Professional Conduct 1.16; (c) when the client terminates the representation;18 or (d) when overt 

acts inconsistent with the continuation of the attorney-client relationship indicate that the 

                                                 
 14 See N.J. Eth. Op. 684, supra note 1, 1998 WL 35985928, at *1 (“Clearly, RPC 1.4 requires prompt 

disclosure in the interest of allowing the client to make informed decisions. Disclosure should therefore occur when 

the attorney ascertains malpractice may have occurred, even though no damage may yet have resulted.”); 2015 N.C. 

Eth. Op. 4, supra note 1, 2015 WL 5927498, at *4 (“The error should be disclosed to the client as soon as possible 

after the lawyer determines that disclosure of the error to the client is required.”); Tex. Eth. Op. 593, supra note 1, 

2010 WL 1026287, at *1 (requiring disclosure “as promptly as reasonably possible”). 

 15 See MODEL RULES R. 1.6(b)(4) (2018) (permitting a lawyer to reveal information related to a client’s 

representation “to secure legal advice about the lawyer’s compliance with these Rules”). 

 16 United States v. Williams, 720 F.3d 674, 686 (8th Cir. 2013); Rozmus v. West, 13 Vet. App. 386, 387 

(U.S. App. Vet. Cl. 2000); see also MODEL RULES Scope cmt. 17 (2018) (explaining that “for purposes of determining 

the lawyer’s authority and responsibility, principles of substantive law external to these Rules determine whether a 

client-lawyer relationship exists”).   

 17 See Artromick Int’l, Inc. v. Drustar Inc., 134 F.R.D. 226, 229 (S.D. Ohio 1991) (observing that “the 

simplest way for either the attorney or client to end the relationship is by expressly saying so”); see also, e.g., Rusk v. 

Harstad, 393 P.3d 341, 344 (Utah Ct. App. 2017) (concluding that a would-be client could not have reasonably 

believed that the law firm represented him where the lawyer had clearly stated in multiple e-mails that the law firm 

would not represent him). 

 18 A client may discharge a lawyer at any time for any reason, or for no reason.  White Pearl Inversiones S.A. 

(Uruguay) v. Cemusa, Inc., 647 F.3d 684, 689 (7th Cir. 2011); Nabi v. Sells, 892 N.Y.S.2d 41, 43 (App. Div. 2009); 

MODEL RULES R. 1.16 cmt. 4; see also STEPHEN GILLERS, REGULATION OF LAWYERS: PROBLEMS OF LAW AND ETHICS 

77 (11th ed. 2018) (“Clients, it is said, may fire their lawyers for any reason or no reason.”) (citations omitted).   
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relationship has ended.19  If a lawyer represents a client in more than one matter, the client is a 

current client if any of those matters is active or open; in other words, the termination of 

representation in one or more matters does not transform a client into a former client if the lawyer 

still represents the client in other matters.             

 Absent express statements or overt acts by either party, an attorney-client relationship also 

may be terminated when it would be objectively unreasonable to continue to bind the parties to 

each other.20  In such cases, the parties’ reasonable expectations often hinge on the scope of the 

lawyer’s representation.21  In that regard, the court in National Medical Care, Inc. v. Home Medical 

of America, Inc.,22 suggested that the scope of a lawyer’s representation loosely falls into one of 

three categories: (1) the lawyer is retained as general counsel to handle all of the client’s legal 

matters; (2) the lawyer is retained for all matters in a specific practice area; or (3) the lawyer is 

retained to represent the client in a discrete matter.23     

 For all three categories identified by the National Medical Care court, unless the client or 

lawyer terminates the representation, the attorney-client relationship continues as long as the 

lawyer is responsible for a pending matter.24  With respect to categories one and two above, an 

attorney-client relationship continues even when the lawyer has no pending matter for the client 

because the parties reasonably expect that the lawyer will handle all matters for the client in the 

future as they arise.25  In the third category, where a lawyer agrees to undertake a specific matter, 

the attorney-client relationship ends once the matter is concluded.26 

 Although not identified by the National Medical Care court, another type of client is what 

might be called an episodic client, meaning a client who engages the lawyer whenever the client 

requires legal representation, but whose legal needs are not constant or continuous.  In many such 

                                                 
 19 See, e.g., Artromick Int’l, Inc., 134 F.R.D. at 230–31 (determining that a man was a former client because 

he refused to pay the lawyer’s bill and then retained other lawyers to replace the first lawyer); Waterbury Garment 

Corp. v. Strata Prods., 554 F. Supp. 63, 66 (S.D.N.Y. 1982) (concluding that a person was a former client because the 

law firm represented him only in discrete transactions that had concluded and the person had subsequently retained 

different counsel). 

 20 Artromick Int’l, Inc., 134 F.R.D. at 229. 

 21 Id. at 229–30. 

 22 No. 00-1225, 2002 WL 31068413 (Mass. Super. Ct. Sept. 12, 2002). 

 23 Id. at *4. 

 24 Id.; see also MODEL RULES R. 1.3 cmt. 4 (2018) (stating that unless the relationship is terminated under 

Model Rule 1.16, the lawyer “should carry through to conclusion all matters undertaken for a client”).   
 25 See Berry v. McFarland, 278 P.3d 407, 411 (Idaho 2012) (explaining that “[i]f the attorney agrees to handle 

any matters the client may have, the relationship continues until the attorney or client terminates the relationship”); 

see also MODEL RULES R. 1.3 cmt. 4 (2018) (advising that “[i]f a lawyer has served a client over a substantial period 

in a variety of matters, the client sometimes may assume that the lawyer will continue to serve on a continuing basis 

unless the lawyer gives notice of withdrawal”). 

 26 Simpson v. James, 903 F.2d 372, 376 (5th Cir. 1990); Berry, 278 P.3d at 411; see also Revise Clothing, 

Inc. v. Joe’s Jeans Subsidiary, Inc., 687 F. Supp. 2d 381, 389–90 (S.D.N.Y. 2010) (noting that an attorney-client 

relationship is ordinarily terminated by the accomplishment of the purpose for which it was formed); Thayer v. Fuller 

& Henry Ltd., 503 F. Supp. 2d 887, 892 (N.D. Ohio 2007) (observing that an attorney-client relationship may terminate 

when the underlying action has concluded or when the attorney has exhausted all remedies and declined to provide 

additional legal services); MODEL RULES R. 1.16 cmt. 1 (“Ordinarily, a representation in a matter is completed when 

the agreed-upon assistance has been concluded.”).   
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instances, the client reasonably expects that the professional relationship will span any intervals 

and that the lawyer will be available when the client next needs representation.27  If so, the client 

should be considered a current client.  In other instances, it is possible that the attorney-client 

relationship ended when the most recent matter concluded.28  Whether an episodic client is a 

current or former client will thus depend on the facts of the case. 

 

The Former Client Analysis Under the Model Rules  

 As explained above, a lawyer must inform a current client of a material error under Model 

Rule 1.4.  Rule 1.4 imposes no similar duty to former clients.   

 Four of the five subparts in Model Rule 1.4(a) expressly refer to “the client” and the one 

that does not—Model Rule 1.4(a), governing lawyers’ duty to respond to reasonable requests for 

information—is aimed at responding to requests from a current client.  Model Rule 1.4(b) refers 

to “the client” when describing a lawyer’s obligations.  Nowhere does Model Rule 1.4 impose on 

lawyers a duty to communicate with former clients.  The comments to Model Rule 1.4 are likewise 

focused on current clients and are silent with respect to communications with former clients.  There 

is nothing in the legislative history of Model Rule 1.4 to suggest that the drafters meant the duties 

expressed there to apply to former clients.29  Had the drafters of the Model Rules intended Rule 

1.4 to apply to former clients, they presumably would have referred to former clients in the 

language of the rule or in the comments to the rule.  They did neither despite knowing how to 

distinguish duties owed to current clients from duties owed to former clients when appropriate, as 

reflected in the Model Rules regulating conflicts of interest.30      

                                                 
 27 See, e.g., Parallel Iron, LLC v. Adobe Sys. Inc., C.A. No. 12-874-RGA, 2013 WL 789207, at *2–3 (D. 

Del. Mar. 4, 2013) (concluding that Adobe was a current client in July 2012 when the law firm was doing no work for 

it; the firm had served as patent counsel to Adobe intermittently between 2006 and February 2012, and had not made 

clear to Adobe that its representation was terminated); Jones v. Rabanco, Ltd., No. C03-3195P, 2006 WL 2237708, at 

*3 (W.D. Wash. Aug. 3, 2006) (reasoning that the law firm’s inclusion as a contact under a contract, the law firm’s 

work for the client after the contract was finalized, and the fact that the client matter was still open in the law firm’s 

files all indicated an existing attorney-client relationship); STEPHEN GILLERS, REGULATION OF LAWYERS:  PROBLEMS 

OF LAW AND ETHICS 78-79 (11th ed. 2018) (“Lawyers might believe that a client is no longer a client if they are doing 

no work for it at the moment and haven’t for a while. . . . [A] firm may have done work for a client two or three times 

a year for the past five years, creating a reasonable client expectation that the professional relationship continues 

during the intervals and that the lawyer will be available the next time the client needs her.”).    
28 See, e.g., Calamar Enters., Inc. v. Blue Forest Land Grp., Inc., 222 F. Supp. 3d 257, 264–65 (W.D.N.Y. 

2016) (rejecting the client’s claim of an attorney-client relationship where the relationship between the law firm and 

the client had been dormant for three years; despite the fact that the attorney-client relationship had not been 

formally terminated, it ended when the purpose of the parties’ retainer agreement had been completed).  

 29 AM. BAR ASS’N CTR. FOR PROF’L RESPONSIBILITY, A LEGISLATIVE HISTORY: THE DEVELOPMENT OF THE 

ABA MODEL RULES OF PROFESSIONAL CONDUCT, 1982–2013, 71–78 (Arthur H. Garwin ed., 2013).   

 30 Compare MODEL RULES R. 1.7 (2018) (addressing current client conflicts of interest), with MODEL RULES 

R. 1.9 (2018) (governing former client conflicts of interest). 
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 Because Model Rule 1.4 does not impose on lawyers a duty to communicate with former 

clients,31 it is no basis for requiring lawyers to disclose material errors to former clients. 

 The California State Bar’s Committee on Professional Responsibility and Conduct reached 

a similar conclusion with respect to California Rule of Professional Conduct 3-500, which states 

that “[a] member [of the State Bar of California] shall keep a client reasonably informed about 

significant developments relating to the employment or representation, including promptly 

complying with reasonable requests for information and copies of significant documents when 

necessary to keep the client so informed.”  In concluding that a lawyer had no duty to keep a former 

client informed of significant developments in the representation, and specifically the former 

client’s possible malpractice claim against the lawyer, the Committee focused on the fact that the 

lawyer and the former client had “terminated their attorney-client relationship” and on Rule 3-

500’s reference to a “client,” meaning a current client.32   

 Finally, in terms of possible sources of an obligation to disclose material errors to former 

clients, Model Rule 1.16(d) provides in pertinent part that, upon termination of a representation, 

“a lawyer shall take steps to the extent reasonably practicable to protect a client’s interests, such 

as giving reasonable notice to the client, allowing time for employment of other counsel, 

surrendering papers and property to which the client is entitled and refunding any advance payment 

of fee[s] or expense[s] that has not been earned or incurred.”  This provision does not create a duty 

to inform former clients of material errors for at least two reasons.  First, the wording of the rule 

demonstrates that the error would have to be discovered while the client was a current client, 

thereby pushing any duty to disclose back into the current client communication regime.  Second, 

Model Rule 1.16(d) is by its terms limited to actions that may be taken upon termination of the 

representation or soon thereafter; it cannot reasonably be construed to apply to material errors 

discovered months or years after termination of the representation.        

 

Conclusion 

 The Model Rules require a lawyer to inform a current client if the lawyer believes that he 

or she may have materially erred in the client’s representation.  Recognizing that errors occur along 

a continuum, an error is material if a disinterested lawyer would conclude that it is (a) reasonably 

likely to harm or prejudice a client; or (b) of such a nature that it would reasonably cause a client 

to consider terminating the representation even in the absence of harm or prejudice.  The lawyer 

                                                 
 31 See Sup. Ct. of Ohio, Bd. of Comm’rs on Grievances & Discipline Adv. Op. 2010-2, 2010 WL 1541844, 

at *2 (2010) (explaining that Rule 1.4 “applies to ethical duties regarding communication during a representation” 

(emphasis added)); Va. State Bar Comm. on Legal Ethics Eth. Op. 1789, 2004 WL 436386, at *1 (2004) (stating that 

“[d]uring the course of the representation, an attorney’s duty to provide information to his client is governed by Rule 

1.4(a)”) (emphasis added)).         

 32 Cal. Eth. Op. 2009-178, supra note 1, 2009 WL 3270875, at *6.    
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must so inform the client promptly under the circumstances.  Whether notification is prompt is a 

case- and fact-specific inquiry. 

 No similar duty of disclosure exists under the Model Rules where the lawyer discovers 

after the termination of the attorney-client relationship that the lawyer made a material error in the 

former client’s representation.   
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Pennsylvania Bar Association 

Legal Ethics and Professional Responsibility Committee 
FORMAL OPINION 2002-106 

ORDER BY ARBITRATION PANEL OR OTHER TRIBUNAL 
TO DISCLOSE CONFIDENTIAL CLIENT INFORMATION 

The Pennsylvania Bar Association Legal Ethics and Professional Responsibility 
Committee has been requested to address the ethical obligations of a lawyer who is ordered to 
disclose confidential client information during an arbitration proceeding.  The inquiry arose from 
the following facts: 

Law Firm A and certain of its current shareholders are in a dispute with Lawyer B.  
Lawyer B was an employee and shareholder of Firm A.  There is apparently some dispute as to 
whether Lawyer B’s shareholder status was ever terminated and, if so, when.  This Opinion 
assumes that Lawyer B is no longer a shareholder of Firm B.  However, even if Lawyer B were a 
current shareholder, that would not alter the ultimate conclusion regarding the specific issues 
addressed in this Opinion, although it could create ethical issues for Lawyer B, Lawyer B’s 
current firm, and Firm A, which are beyond the scope of this Opinion.  Concurrent associations 
with two law firms could also give rise to issues regarding the lawyer’s fulfillment of fiduciary 
obligations to the firms (see, generally, Philadelphia Bar Association Ethics Opinion 2001-5) and 
their respective clients, but that, too, is beyond the scope of this Opinion. 

The parties agreed to submit their dispute to arbitration.  The arbitration panel has 
directed Firm A to disclose certain information to lawyer B, which Firm A contends would 
include client confidences. Therefore, the issues are whether Firm A’s disclosure of this 
allegedly confidential information to lawyer B in compliance with the order of the arbitration 
panel would be in violation of any Rules of Professional Conduct, and what additional ethical 
obligations arise from the disclosure order. 

The lawyer’s confidentiality obligation is set forth at RPC 1.6(a), which states that “a 
lawyer shall not reveal information relating to representation of a client unless the client consents 
after consultation, except for disclosures that are impliedly authorized in order to carry out the 
representation, and except as stated in paragraphs (b) and (c).”  The referenced exceptions to the 
lawyer’s confidentiality obligation are not applicable here.  RPC 1.6, which was modeled after 
the 1983 version of ABA Model Rule 1.6, contains no explicit provision authorizing disclosure 
of client confidences to comply with an order from a court, arbitration panel, or other legal 
authority.  The current version of ABA Model Rule 1.6(b)(4), adopted in 2002, does contain an 
explicit exception authorizing disclosure of information relating to the representation of a client 
to the extent that a lawyer reasonably believes necessary to comply with a court order, or other 
law.  (The PBA has endorsed this amendment to the Rule.) 

Even in the absence of an explicit exception to RPC 1.6 authorizing disclosure of 
confidential information to comply with a court order or other law, the Comment to RPC 1.6 

Ilene
Order for Disclosure



recognizes the existence of an additional, implicit exception to the lawyer’s general obligation to 
maintain client confidences:  “The lawyer must comply with the final orders of a court or other 
tribunal of competent jurisdiction requiring the lawyer to give information about the client.”  The 
quoted language from the Comment to RPC 1.6 is, again, identical to the language used in the 
Comment to the 1983 version of ABA Model Rule 1.6.  Commentators have universally 
acknowledged that it would be impossible to require lawyers to defy court orders directing 
disclosure of privileged or confidential information.  Hazard and Hodes, The Law of Lawyering, 
Section 9.24 (noting that an exception to the general confidentiality obligation for compliance 
with “other law,” including court orders “will be read back into Rule 1.6, one way or another, by 
courts, disciplinary authorities, and practicing lawyers”).  “It is inconceivable that a legal system 
that has just ordered a lawyer to testify – after the expenditure of considerable judicial resources 
– would suddenly contradict itself and require instead that she refuse.  The court order creates a 
‘forced’ exception to confidentiality regardless of what the text of the rule provides”  Id. at 
Section 9.25; accord ABA/BNA Lawyer’s Manual of Professional Practice, Section 55:1201; 
Pennsylvania Ethics Handbook, Section 3.6(f); Restatement of the Law Governing Lawyers 
(hereafter “Restatement”), Section 63. 

The obligation to comply with the court orders to disclose privileged or confidential 
information applies even if the lawyer believes the order is “wrong.”  cf. Balter v. Regan, 63 
N.Y.2d 630, 468 N.E.2d 688, 479 N.Y.S.2d 506, cert. denied, 469 U.S. 934 (1984) (lawyer who 
defied court order based upon a good faith belief that the order raised a conflict of interest was 
nevertheless subject to conviction for criminal contempt because “however misguided and 
erroneous the court’s order may have been, petitioner was not free to disregard it and decide for 
himself the manner in which to proceed”).   

In this case, the order in question was not issued by a judge, but rather by an arbitration 
panel.  At first blush, this would seem to be a potentially meaningful difference.  The court has 
plenary jurisdiction, including power to enforce its orders with contempt citations and other 
punitive sanctions, over all who appear or are summoned before it.  On the other hand, except in 
the context of a court-annexed arbitration program, an arbitrator or arbitration panel’s authority 
is derived from the private, contractual agreement of the parties who have agreed to submit their 
dispute to arbitration.  The clients of Firm A whose confidentiality interests are allegedly 
implicated by the disclosure order are not parties to the arbitration agreement between Firm A 
and Lawyer B.  Unlike Firm A and Lawyer B, Firm A’s clients have not agreed to submit to the 
authority of the arbitration panel.  This raises the question whether the confidentiality rights of 
non-parties should properly be subverted (assuming that would be the effect of compliance with 
the panel’s order), by virtue of the directive of an arbitration panel when the non-parties 
themselves have not submitted to the authority of the panel.  Of course, the same concerns would 
apply if this dispute were pending in court rather than in a private arbitration proceeding, and the 
court ordered one of the lawyer litigants to disclose confidential information relating to a non-
party client.   

There is a strong public policy favoring arbitration and other forms of alternative dispute 
resolution.  This policy recognizes that arbitration and other forms of ADR are generally faster 
and less expensive than litigation in court and that, by relieving some of the burden on the 



limited resources of the judicial system, arbitration and other forms of ADR also assist in the 
speedy resolution of cases which remain in the judicial system.  In many respects, private 
arbitration can be regarded as providing ancillary support to the judicial system. In the 
Pennsylvania Uniform Arbitration Act, 42 Pa. C.S.A. §§7301-7320, the legislature has affirmed 
the policy favoring arbitration in this Commonwealth by endowing arbitrators in proceedings 
subject to the Act with certain powers and authority comparable to that of a judicial officer, 
including the power to issue subpoenas.  Thus, the legislature has explicitly authorized 
arbitration tribunals to compel non-parties to divulge evidence.  

Of course, the order at issue here is directed to one of the parties to the proceedings, as 
opposed to a subpoena directed to a non-party witness.  However, the provisions of the 
Pennsylvania Uniform Arbitration Act authorizing arbitrators to issue subpoenas is germane to 
the issue at hand because it illustrates that the policy favoring arbitration is strong and broad 
enough to authorize arbitrators to take actions which implicate the rights and interest of non-
parties to the proceedings.  As noted previously, the Comment to RPC 1.6 states that a lawyer 
“must comply with the final orders of a court or other tribunal of competent jurisdiction” 
requiring the lawyer to give information about a client.  This strongly suggests that a lawyer can 
be required to divulge confidential information by a non-judicial “tribunal,” such as an 
arbitration panel acting pursuant to the statutory authority of the Pennsylvania Uniform 
Arbitration Act.1   

Finally, a conclusion that lawyers were ethically obligated to disobey orders from 
arbitration panels requiring disclosure of ostensibly confidential information would wreak havoc 
on the arbitration process, and undermine the role arbitration plays as an aid to the orderly 
administration of justice.  If RPC 1.6 required a lawyer to defy an arbitrator’s order to disclose 
allegedly confidential information, the ultimate result could very well be an adverse ruling for 
that lawyer, or his or her client in the arbitration proceeding, with typically limited rights to 
appeal or seek judicial review.  Such an adverse outcome, if attributable to the defiance of the 
arbitration panel’s disclosure order rather than to the underlying merit of the parties’ claims and 
defenses, would be inconsistent with the goals and purposes of arbitration, and could discourage 
litigants from choosing to resolve their disputes through arbitration rather than through the 
judicial system.  In this case, the parties to the arbitration happen to be lawyers and law firms.  
However, parties to an arbitration, whether or not they happen to lawyers, could have their rights 
to a decision on the merits subverted if a lawyer – whether as advocate or litigant – was forced to 
ignore an arbitrator’s order to disclose information the lawyer considered to be confidential.   

These considerations lead to the conclusion that a lawyer is not ethically obligated to 
disobey an arbitration panel’s order to disclose ostensibly confidential client information.  
However, pursuant to RPC 1.4, a lawyer who is subject to such an order must promptly advise 

                                                 
1  In the 2002 revisions to the ABA Model Rules of Professional Conduct, the definition 

of the term “tribunal” was modified to make clear that it includes arbitration panels.  
See ABA Model Rule 1.0(m)(“’Tribunal’ denotes a court, an arbitrator in a binding 
arbitration proceeding. . . .”). 



any clients whose confidences may be required to be disclosed, particularly if those clients are 
not themselves parties to the arbitration proceedings, so that the potentially affected clients may, 
if they choose to do so, independently pursue any remedies, judicial or otherwise, that may be 
available to them to prevent disclosure of the confidential information.  cf. Restatement Section 
63, comment b (“the lawyer should inform the client of an attempt to obtain the client’s 
confidential information if it poses a significant risk to the material interests of the client and 
when circumstances reasonably permit opportunity to inform the client”). 

Section 63 of the Restatement also states that disclosure of confidential information 
should only be made “after the lawyer takes reasonably appropriate steps to assert that the 
information is privileged or otherwise protected against disclosure.”  This is also suggested by 
the reference in the Comment to RPC 1.6 quoted above regarding disclosure in compliance with 
a “final” order.  There is little guidance in the case law or ethics treatises about the degree of 
effort that must be put forth to resist disclosure.  Comment b to Restatement Section 63 suggests 
that the lawyer’s duties in this regard should be determined based upon the general duty to 
provide competent representation.  RPC 1.1.  At a minimum, in this case, we would assume that 
the client confidentiality concerns either already have been or will be raised with the arbitration 
panel prior to disclosure. 

Additionally, whenever a lawyer is ordered to divulge confidential information, whether 
by a court, arbitrator, or other tribunal, the lawyer should seek to minimize the scope and impact 
of the disclosure, by limiting the parties who have access to the information, and the purposes for 
which the information may be used.  In this case, the arbitration panel’s order at issue explicitly 
includes such protection.  In its disclosure order, the arbitration panel notes that, since Lawyer B 
was a shareholder in Firm A at all times involved in the records discussed in the order, the 
confidentiality to which the firm’s clients are entitled applies to Lawyer B and any need that he 
may have to review the records specified in the order.  Even in the absence of such an explicit 
directive, Lawyer B would have continuing confidentiality obligations to former clients pursuant 
to RPC 1.6(d).  Moreover, if, as Lawyer B apparently alleges, Lawyer B was still a shareholder 
of Firm A, then Lawyer B would have an ongoing confidentiality obligation to Firm A’s clients 
under RPC 1.6. 

Firm A also asserts that another firm with which Lawyer B and Lawyer’s B’s counsel in 
the arbitration proceeding are currently associated, Firm C, currently represents clients who are 
adverse to certain clients of Firm A, and that the information Firm A has been ordered to disclose 
to Lawyer B includes confidential information relating to the matters in which Firm C represents 
parties who are adverse to Firm A’s clients.  We understand that the existence of such conflicting 
representation may be disputed by Lawyer B.  In any case, the existence or non-existence of such 
a conflict does not directly influence the conclusion that there is no ethical prohibition against 
complying with the directive of an arbitration tribunal regarding disclosure of confidential 
information, but that there is an obligation under RPC 1.4 to timely inform the clients whose 
confidentiality interests may be adversely affected by the order and to explain its implications.  
The determination as to whether and to what extent any additional measures should be 
implemented to avert prejudice to current clients of Firm A, beyond compliance with the 



confidentiality provisions of the existing orders from the arbitration panel, lies within the 
province of the arbitration panel.   

Finally, although not directly within the scope of the inquiry, it bears repeating that, if 
Lawyer B is, in fact, still associated in some fashion with Firm A, but is also associated with 
another firm which represents clients who are directly adverse to clients of Firm A, then that 
could raise conflict of interest issues for Lawyer B and for other lawyers associated with Firm A 
or with Lawyer B’s current firm, Firm C.  The Committee has not been requested to provide an 
opinion on this issue and lacks a sufficiently clear understanding of Lawyer B’s asserted status 
with Firm A to do so in any event. 
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FORMAL OPINION 2016-300 

 

Settlement Agreements Containing Confidentiality Or Non-Disparagement Clauses And 

Their Effect On Lawyer Marketing For And Representing Future Clients 

 

I.  Issue 

 

Are lawyers prohibited from asking for or agreeing to confidentiality and/or non-disparagement 

clauses in a settlement agreement?   

 

II.  Conclusion 

 

Confidentiality agreements and non-disparagement agreements are not per se ethically prohibited, 

although in some instances, their use may be restricted or prohibited by substantive law. 

Moreover, confidentiality under Rule 1.6(a) of the Pennsylvania Rules of Professional Conduct 

(“Pa. R.P.C.”) is broad and requires lawyers to keep confidential information relating to the 

representation obtained from any source.  This prohibition includes more than information 

considered “privileged.”  It is not the attorney’s prerogative to release information related to 

representation publicly, even if it is otherwise available, and particularly not for his or her own 

purposes in advertising.  Therefore, public release of specific identifying facts, whether or not in 

furtherance of personal marketing may violate the lawyer’s duty of confidentiality irrespective of 

whether a formal confidentiality agreement or non-disparagement clause exists. 

 

A lawyer is permitted under Pa.R.P.C. 7.4 to advertise that he or she has handled a certain type of 

matter, and a non-disparagement clause or confidentiality clause cannot preclude advertisement of 

areas of practice.  Regardless of whether a confidentiality and/or non-disparagement clause exists, 

Pa.R.P.C. 7.1 precludes statements like “successfully litigated 30 cases involving Company and 

their law firm’s unfair and unlawful practice of…” or “successfully defended Company in 

hundreds of frivolous employment matters,” as statements such as these are not likely objectively 

verifiable. Non-disparagement clauses and/or confidentiality clauses limited to an attorney’s 

public statements regarding the specifics of a case, not made in the context of legal advocacy for 

another client, are permitted.  However, provisions which either explicitly interfere with or are 

intended to interfere with the handling of future clients’ cases are prohibited by Pa.R.P.C. 5.6, and 

it is improper to ask for and for a lawyer to agree to such provisions. 
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III.  Discussion 

 

Parties in litigation have historically wanted to settle lawsuits, particularly highly disputed ones, 

without subjecting themselves to bad publicity.  In the current social media age where 

information becomes viral in moments, this need is more acute.  Lawyers want to be able to reach 

future claimants to advise them of their experience in handling certain types of matters and use 

information obtained in one lawsuit to effectively and efficiently advocate on behalf of other 

clients.  This opinion addresses non-disparagement clauses and confidentiality clauses in 

settlement agreements and the effects of Pa.R.P.C. 3.4, 5.6, and 7.1.    

 

When parties resolve disputed litigation, confidentiality provisions and non-disparagement 

clauses are often requested and included in a release.  The language ranges from a preclusion of 

releasing the fact of and amount of the settlement to a broad prohibition on disclosing any 

information obtained during the course of the litigation. Ethical prohibitions applicable to both 

parties’ counsel may apply in these situations, depending on the scope and interpretation of the 

particular clause.  Whether such agreement is legally enforceable or violates First Amendment 

rights is beyond the scope of this opinion.  

 

A. No Per Se Prohibition of Confidentiality or Non-Disparagement Clauses 

 

As an initial matter, the Committee has long determined that there is no per se ethical prohibition 

against settlement agreements that include confidentiality agreements.  See, e.g., Inquiry 2000-

24a (“It has always been ethically appropriate for counsel to engage in good faith settlement 

discussions in a contemplated civil action with a potential defendant where, as a part of the 

consideration for the settlement, a Confidentiality Agreement is incorporated into the 

settlement.”). Most ethics opinions conclude that negotiating for, agreeing to, and, ultimately, 

including a confidentiality provision precluding the dissemination of the fact of, or terms of, the 

agreement is not prohibited under the applicable Rules of Professional Conduct.  See, e.g., N.Y. 

Comm. on Prof'l Ethics, Op. 730 (2000), ABA Formal Op. 00-417 (2000); Colo. Bar Ass'n Ethics 

Comm., Op. 92 (1993).  This is true primarily because a lawyer is obligated under Rule 1.6 of the 

ABA Model Rules of Professional Conduct and its state law counterparts to keep information 

relating to the representation of the client confidential unless the client gives informed consent.   

 

Under Pa.R.P.C. 1.6(e) confidentiality requirements continue after the client-lawyer relationship 

has terminated.  Further, the confidentiality obligations under Pa.R.P.C. 1.6 and corresponding 

rules in other states are broad and apply to “information relating to the representation” and have 

been construed to include any information, even that which is otherwise publicly available. See, 

e.g., Ca. State Bar Standing Cmte. on Prof’l Resp. & Cond., Formal Op. Interim No. 13-005. (“A 

lawyer’s duty of confidentiality is broader than the attorney-client privilege, and any information 

learned during the representation must be protected as a client secret even if the information is 

publicly available.”).  Comment [3] to Pa.R.P.C. 1.6 provides that the Rule applies to “all 

information relating to the representation, whatever its source.”  Therefore, absent client consent, 

a lawyer is prohibited, even without being a signatory to a confidentiality agreement, from 

revealing information related to the representation of the client. See also ABA Formal Op. 00-417 
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(2000) (“A proposed settlement provision, agreed to by the client, that prohibits the lawyer from 

disclosing information relating to the representation is no more than what is required by the 

Model Rules absent client consent, and does not necessarily limit the lawyer's future practice in 

the manner accomplished by a restriction on the use of information relating to the opposing party 

in the matter.”).   A client has the right to ask for and insist upon the lawyer’s keeping the 

information related to his representation confidential.  The lawyer’s rights to solicit future clients 

do not trump the client’s rights in this respect.   

 

B. Provisions Restricting Counsel From Representing Future Clients Or Prohibiting Any 

Use of Client Information in Future Litigation Are Prohibited  

 

Counsel cannot agree to a provision in a settlement agreement that restricts the right of a lawyer 

to represent future clients in litigation.  Pa.R.P.C. 5.6(b) provides: 

 

Rule 5.6  Restrictions on Right to Practice 

 

 A lawyer shall not participate in offering or making: 

 

 . . . 

 

 (b) an agreement in which a restriction on the lawyer’s right to practice is 

part of the settlement of a client controversy. 

 

Comment [2] to Pa.R.P.C. 5.6 provides that the Rule “prohibits a lawyer from agreeing not to 

represent other persons in connection with settling a claim on behalf of a client.” In Opinion 93-

371, the ABA Comm. on Ethics & Prof’l Responsibility considered a restriction on the lawyer’s 

ability to represent future clients in toxic tort litigation. The Opinion concluded that an agreement 

prohibiting counsel from representing future clients violates Model Rule 5.6 because the Rule is 

meant to protect the lawyer’s right to practice and to protect the public’s access to lawyers, “who, 

by virtue of their background and experience, might be the very best available talent to represent 

these individuals.”  The opinion also states: 

 

[T]he use of such agreements may provide clients with rewards that bear less 

relationship to the merits of their claims than they do to the desire of the 

defendant to ‘buy off’ plaintiff’s counsel… . [T]he offering of such restrictive 

agreements places the plaintiff’s lawyer in a situation where there is a conflict 

between the interests of present clients and those of potential future clients. 

 

Id.  Therefore, any provision which prohibits a lawyer from representing future claimants is per se 

prohibited by Pa.R.P.C. 5.6(b). 

 

The question is, then, whether the clause can, under Pa.R.P.C. 5.6(a), properly preclude Plaintiff’s 

counsel from using information obtained in a previous representation in connection with a future 

matter.   

 

A non-disparagement or confidentiality clause which precludes any use of information obtained 

in a former representation in future actions would violate Pa.R.P.C. 5.6(b).  ABA Comm. on 



4 

 

Ethics & Prof’l Responsibility, Op. 00-417 (2000) addressed the issue of whether a 

confidentiality provision in an agreement was proper when it precluded the subsequent use of 

information gained in the representation of the client.  The ABA Committee determined that such 

a broad provision would create a material limitation on the lawyer’s representation of future 

clients due to the lawyer’s inability to use confidential information learned in the prior 

representation, effectively restricting the lawyer’s right to practice law in violation of Model Rule 

5.6(b). The ABA Committee there found that a lawyer may not agree to a confidentiality 

agreement if that meant the lawyer could not ever oppose the other party.  See also Philadelphia 

Bar Association Professional Guidance Committee Opinion 95-13. (“This Committee agrees with 

the American Bar Association that the injunction of Rule 1.2, to abide by the client's decision 

regarding settlement, must be read as limited by Rule 5.6(b), given the important public policies 

reflected in Rule 5.6. Accordingly, a lawyer cannot agree to refrain from representing other 

clients as a condition of settlement of present cases.”). Similarly, Colorado Bar Op. 92 (1993) 

advised that a settlement agreement may not prevent counsel from subpoenaing records or fact 

witnesses or using a certain expert in future cases.   Recently, in Op. 16-02, the S.C. Bar Ethics 

Advisory Comm. found appropriate a clause that agreed “to forego disclosure, [but contained] no 

language that would limit the individual attorneys’ use of information gained in the course of the 

representation for development of legal strategy or other similar purposes.”   

 

As noted in ABA Op. 00-147, Rule 5.6(b) does not proscribe a lawyer from agreeing not to reveal 

client information, consistent with the lawyer’s duties under Rules 1.6(e) and 1.9(c). 

 

Pa.R.P.C. 1.1 provides that “competent representation requires the legal knowledge, skill, 

thoroughness and preparation reasonably necessary for the representation.”  In order to represent 

a client competently a lawyer needs to be able to discuss with the client what that client can 

reasonably expect in a lawsuit and needs to be able to use information obtained from past 

representations in order to request evidence or subpoena witnesses.  Further, counsel may need to 

use the information obtained in one representation to represent future clients in other matters. It is 

ethically problematic to interpret confidentiality or non-disparagement clauses in a manner that 

would prohibit any use of the information in the representation of future clients (so long as 

counsel does not reveal information in violation of Pa.R.P.C. 1.6(e) and 1.9(c)) and impede the 

independent judgment of counsel.  Counsel should be permitted to use information that does not 

reveal the specific details of the former client’s settlement or otherwise violate client 

confidentiality.  Comment [4] to Pa, R.P.C. 1.6 is instructive, providing that “[a] lawyer’s use of a 

hypothetical to discuss issues relating to the representation is permissible….”  Further, the lawyer 

can use the information without revealing the specific details in planning strategy for discovery 

and formulating discovery requests.  Therefore, a lawyer cannot ask for and opposing counsel 

cannot agree to any provision which completely precludes the use of any information learned in a 

representation in future cases.  

 

Pa.R.P.C. 3.4(d) Fairness to Opposing Party and Counsel, provides that a lawyer shall not: 

 

Request a person other than a client to refrain from voluntarily giving relevant 

information to another party…. 

 

On its face, Pa.R.P.C. 3.4(d) prohibits a lawyer from convincing witnesses or others not to talk to 

opposing counsel and is designed as Comment [1] explains to keep fair competition in the 
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adversary system by prohibiting inter alia improperly influencing witnesses.  Pa.R.P.C. 3.4(d) is 

not, on its face, a Rule designed to allow lawyers to advertise their services and seek clients.  

Some authorities addressing the issue have concluded that other “parties” whose access to 

relevant information cannot be obstructed under other states’ counterparts to Pa.R.P.C. 3.4(d) 

include not only the “parties” to the particular dispute or controversy being settled, but can also 

include other people to whom the information sought to be concealed might be relevant in 

connection with other pending or potential future controversies. See, e.g. Chicago Informal Ethics 

Op. 2012-10.    These authorities find that giving the word “party” a narrower interpretation 

would render Pa.R.P.C. 3.4 essentially meaningless. Therefore, these opinions conclude that the 

Rules of Professional Conduct could preclude a lawyer from accepting or proposing any 

agreement which prohibits the disclosure of relevant information to future claimants. Indiana 

Legal Ethics Committee Opinion No. 1 of 2014, found it “unlikely that Rule 3.4(f) [similar 

language to Pa.R.P.C. 3.4(d)] was designed to require an attorney to retain the right to make 

public statements concerning past cases when at the time Rule 3.4(f) was drafted, former Rule 

7.2(d)(2) [related to advertising] would have prohibited such statements.”  The Indiana 

Committee went on to say that a non-disparagement provision should not be interpreted to 

prevent a lawyer from voluntarily giving evidence to third parties for their use in litigation unless 

the evidence was subject to a protective order or other valid confidentiality obligation.   Further, 

Kentucky’s counterpart to Pa.R.P.C 3.4(d) has been interpreted to preclude a lawyer from 

demanding silence from a disciplinary grievant as part of a settlement.  Ky. Bar Ass'n v. Unnamed 

Attorney, 414 S.W.3d 412 (Ky. 2013).  

 

Some ethics committees have interpreted Rule 5.6(b) to prohibit settlement clauses that restrict a 

lawyer from publicly naming the particular parties against whom their client has settled.  See, e.g., 

S.C. Bar Ethics Advisory Comm., Ethics Advisory Op. 10-04 (2010); Bar Ass’n of San Francisco 

Ethics Comm., Op. 2012-1 (2012); D.C. Legal Ethics Comm., Op. 335 (2006).  

 

Other ethics committees have concluded that lawyers may not agree to settlement provisions that 

prohibit them from disclosing publicly available information. See e.g., N.Y. State Bar Ass’n 

Comm. on Prof’l Ethics, Op. 730 (2000) (agreement not to reveal “any information concerning 

any matters relating directly or indirectly to the settlement agreement” would be too broad and 

would violate New York’s then-current counterpart to Pa. R.P.C. 5.6(b)); State Bar Ass’n of N.D. 

Ethics Comm., Op. 1997-05 (1997) (lawyers may not agree to keep confidential information that 

does not constitute confidential client information, including information that is public record). 

 

There is, however, no ethical prohibition, under Pa.R.P.C. 3.4(d) or otherwise, against the most 

common confidentiality provision, which prohibits disclosure of the terms of a specific 

settlement, including the amount of the payment.  This information is unique to each particular 

claim, and is generally not “relevant” within the meaning of Pa.R.P.C. 3.4(d), at least from a 

strictly evidentiary perspective, to strangers to the settlement agreement.   

 

C. Confidentiality and Non-Disparagement Clauses May Limit A Lawyer’s Interests In 

Self-Promotion 

 

The analysis is different when lawyers (typically plaintiff’s counsel) wish to use the information 

obtained in a prior representation for personal advertising.  To the extent the client wishes the 

lawyer to sign an agreement prohibiting disclosure of information regarding the engagement, this 
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creates a potential conflict between the lawyer’s interest in self-promotion and the client’s interest 

in settling pursuant to a confidentiality / non-disparagement clause.  Pa.R.C.P. 1.7(a)(2) provides 

that a concurrent conflict of interest exists if there is a significant risk that the representation of 

the client will be materially limited by a personal interest of the lawyer.  If, while representing the 

client’s interests in settling the matter, counsel has an eye as to how he or she is going to 

“leverage” this success in marketing to obtain similar clients against the same defendant, that 

would appear to be at the very least a potential concurrent conflict of interest.   

 

However, that conflict may not present a problem in circumstances where the advertising that the 

lawyer wishes to do is already precluded by the Rules.  A statement such as “successfully 

litigated 30 cases involving Company and their law firm’s unfair and unlawful practice of….”  or 

otherwise negative statements regarding a defendant’s conduct may be precluded. Lawyer 

advertising is governed by Pa.R.P.C. 7.1 et seq.  Pa.R.P.C. 7.1 provides: 

 

A lawyer shall not make a false or misleading communication about the lawyer or 

the lawyer’s services. A communication is false or misleading if it contains a 

material misrepresentation of fact or law, or omits a fact necessary to make the 

statement considered as a whole not materially misleading. 

 

Comment [2] provides that truthful statements can be misleading if there is a substantial 

likelihood that it will lead a reasonable person to formulate a specific conclusion about the lawyer 

or lawyer’s services for which there is no reasonable factual foundation.  A member of this 

Committee described what is appropriate for advertising as follows: 

 

Advertising by lawyers is intended to convey objective and verifiable information 

that will assist a prospective client in making an informed decision about selecting 

a lawyer for representation. In evaluating whether an advertisement is misleading, 

the Comment makes clear that it is to be viewed from the perspective of a 

“reasonable person.” 

 

PBA Informal Op. 2005-188.  In cases where a settlement agreement contains no admission of 

liability and there is substantial dispute as to the claims asserted, a statement such as “successfully 

litigated” could be construed to violate the Rules related to advertising.  Parties have many 

reasons to resolve matters and the defendant may equally feel that it had a successful outcome.  

Success in litigation can be defined in many ways.  The statement “successfully litigated” and 

“company and their law firm’s unfair and unlawful practice of…..” is likely misleading as it is 

neither objective nor verifiable and could lead a reasonable prospective client to come to an 

unsubstantiated conclusion about the lawyer’s services.  Negative commentary regarding another 

party, particularly that which is disputed, can fairly be construed as neither objective nor 

verifiable.  Further, a member of this Committee has previously found that Pa.R.P.C. 7.1 “would 

ordinarily preclude advertisements about results obtained on behalf of a client, such as the amount 

of a damage award or the lawyer's record in obtaining favorable verdicts.” Inquiry 93-158.  

Therefore, the Rules of Professional Conduct, even apart from the non-disparagement clause, may 

well preclude making particular claims in advertising based upon past results.  
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Advertising which simply provides areas of practice that the lawyer engages in would not violate 

the Rules of Professional Conduct.  Pa.R.P.C. 7.4 allows a lawyer to advertise the fact that the 

lawyer practices in a particular field.  Clients have an interest in knowing which lawyers handle 

which types of matters.  Comment [1] to Pa.R.P.C. 7.2 provides that the advertising rules are 

designed to assist the public in learning about and obtaining legal services and states that 

“lawyers should be allowed to make known their services not only through reputation but also 

through organized information campaigns in the form of advertising.”  A confidentiality clause or 

non-disparagement clause which prohibits a lawyer from advertising in general that he or she 

practices in a particular area or handles certain types of matters, which is unrelated to a particular 

client or matter, would be too broad and would appear to be designed to prevent the lawyer from 

representing future clients and/or from providing relevant information to future parties and would 

violate Pa.R.P.C. 5.6 and perhaps Pa.R.P.C.  3.4. 

 

D. A Confidentiality Or Non-Disparagement Clause Which Prohibits Releasing 

Information In A Non-Advocacy Context Is Permissible 

 

Ethics opinions have found that a clause that restricts the right to criticize the defendant in a non-

litigation context – such as for publicity purposes – does not violate Rule 5.6(b).  For example, 

Connecticut Informal Ethics Op. 2013-10 provides: 

 

“Accordingly, a non-disparagement clause may not restrict a lawyer’s use of 

information gained in one case in another case and cannot bar a lawyer from 

accusing the defendant of wrongdoing in that other litigation…. However, non-

disparagement clauses can be drafted in such a manner so as to not violate Rule 

5.6(2). So long as such clauses do not restrict the lawyer’s ability to vigorously 

represent other clients, they may validly restrict the attorney’s right to disparage 

the defendant outside of that sphere – such as for advertising or publicity 

purposes.”   

 

The Indiana Legal Ethics Committee stated that broadly framed non-disparagement clauses may 

violate Rule 5.6(b), but concluded that a settlement provision prohibiting a lawyer from 

advertising to the general public that he or she has represented clients against a particular 

defendant would not violate Indiana Rules 5.6(b) or 3.4(f) (Indiana’s counterpart to Pa.R.P.C. 

3.4(d)). Therefore, a non-disparagement clause or confidentiality clause that is limited to an 

attorney’s public statements regarding the specifics of a particular case, made not in the context of 

legal advocacy for another client, are generally permissible under the Rules. A non-disparagement 

clause or confidentiality clause which broadly prohibits the lawyer from advertising that he or she 

practices in a certain area or prohibits the use of the information in the context of legal advocacy 

on behalf of a client would violate the Rules.   

 

CAVEAT:  THE FOREGOING OPINION IS ADVISORY ONLY AND IS NOT BINDING ON 

THE DISCIPLINARY BOARD OF THE SUPREME COURT OF PENNSYLVANIA OR ANY 

COURT.  THIS OPINION CARRIES ONLY SUCH WEIGHT AS AN APPROPRIATE 

REVIEWING AUTHORITY MAY CHOOSE TO GIVE IT. 



 

THE COURTS 

Title 204—JUDICIAL SYSTEM GENERAL PROVISIONS 

PART V. PROFESSIONAL ETHICS AND CONDUCT 

[ 204 PA. CODE CH. 81 ] 

Proposed Amendments to the Pennsylvania Rules of Professional Conduct 

Regarding Misconduct 

[48 Pa.B. 2936] 

[Saturday, May 19, 2018] 

 Notice is hereby given that the Disciplinary Board of the Supreme Court of Pennsylvania 

(''Board'') is planning to recommend to the Supreme Court of Pennsylvania that it adopt 

amendments to Pennsylvania Rule of Professional Conduct (''RPC'') 8.4 relating to misconduct, 

as set forth in Annex A. This proposed rule amendment is intended to declare discriminatory and 

harassing conduct as misconduct when engaged in by lawyers, in the practice of law. 

 By way of brief background, on August 8, 2016, the American Bar Association amended 

Model Rule 8.4 to add new paragraph (g) relating to discrimination and harassment. In pertinent 

part, the new Model Rule prohibits a lawyer from engaging in conduct that the lawyer ''knows or 

reasonably should know is harassment or discrimination on the basis of race, sex, religion, 

national origin, ethnicity, disability, age, sexual orientation, gender identity, marital status or 

socioeconomic status in conduct related to the practice of law.'' 

 At present, in contrast with many other jurisdictions, Pennsylvania's rules do not address 

harassment or discrimination in the black letter law or in the comments. In December 2016, after 

studying new Model Rule 8.4(g) and the rules of other jurisdictions, the Board published 

proposed amendments to RPC 8.4 that prohibited a lawyer from violating a federal, state or local 

antidiscrimination statute or ordinance.1 Following extensive review and discussion of the 

numerous comments and suggestions received in response to the published proposal, the Board 

determined not to move forward with the proposed amendments, and renewed its study of the 

issue. 

 For a significant time, bar associations and related organizations and institutions have engaged 

in active debate over whether to include discrimination and harassment as professional 

misconduct. The Board supports these efforts and we conclude that it is in the best interest of the 



profession and the public for Pennsylvania to amend its rules to formally disapprove the conduct 

of any lawyer who knowingly engages in harassment or discrimination in the practice of law. 

 The Board modeled its proposed rule language on the Pennsylvania Code of Judicial Conduct. 

Pa.R.J.C. 2.3 governs bias, prejudice and harassment; subsection (B) prohibits judges from 

engaging in such conduct in the performance of their judicial duties, and subsection (C) directs 

judges to require lawyers to refrain from such conduct in proceedings before the court. The 

Board favors similar language, in order that a lawyer's ethical obligations under the RPC 

correspond to the conduct prohibited in the Code of Judicial Conduct and in order that the same 

protected classes are covered. 

 The proposed change to RPC 8.4 creates a new paragraph (g) and adds commentary as 

follows: 

It is professional misconduct for a lawyer to: 

* * * 

(g) in the practice of law, by words or conduct, knowingly manifest bias or prejudice, or engage 

in harassment, including but not limited to bias, prejudice, or harassment based upon race, sex, 

gender identity or expression, religion, national origin, ethnicity, disability, age, sexual 

orientation, marital status, socioeconomic status, or political affiliation (except employment 

discrimination unless resulting in a final agency or judicial determination). This paragraph does 

not limit the ability of a lawyer to accept, decline or withdraw from a representation in 

accordance with Rule 1.16. This paragraph does not preclude legitimate advice or advocacy 

consistent with these Rules. 

Comment: 

* * * 

(3) Examples of manifestations of bias or prejudice include but are not limited to epithets; slurs; 

demeaning nicknames; negative stereotyping; attempted humor based upon stereotypes; 

threatening, intimidating, or hostile acts; suggestions of connections between race, ethnicity, or 

nationality and crime; and irrelevant references to personal characteristics. 

(4) Harassment, as referred to in paragraph (g), is verbal or physical conduct that denigrates or 

shows hostility or aversion toward a person on bases such as race, sex, gender identity or 

expression, religion, national origin, ethnicity, disability, age, sexual orientation, marital status, 

socioeconomic status, or political affiliation. 

(5) Sexual harassment includes but is not limited to sexual advances, requests for sexual favors, 

and other verbal or physical conduct of a sexual nature that is unwelcome 

* * * 

 As part of the Board's renewed look at this matter, we revisited Model Rule 8.4(g). Based on 

our review, we determined not to pursue wholesale adoption of Model Rule 8.4(g). We conclude 

that the Model Rule language is susceptible to challenges related to constitutional rights of 



lawyers, such as freedom of speech, association and religion, due to the broad scope of the 

language ''conduct related to the practice of law,'' which the comment to the Model Rule explains 

extends to lawyers ''participating in bar association, business or social activities in connection 

with the practice of law.'' The Board has grave concerns that adoption of such language would 

unconstitutionally chill lawyers' speech in forums disconnected from the provision of legal 

services. Parenthetically, of the many comments received in response to the Board's first 

rulemaking proposal, only one supported adoption of the Model Rule, and at this time, Vermont, 

the U.S. Virgin Islands, American Samoa and the Northern Mariana Islands are the only 

jurisdictions to adopt Model Rule 8.4(g) in its entirety. 

 The Board reviewed other jurisdictions' language relative to discrimination and harassment, 

particularly as to the scope of the prohibited conduct. According to the most recent compilation 

of data analyzing 56 jurisdictions (U.S. states, the District of Columbia, and territories),2 at least 

39 jurisdictions have anti-discrimination/anti-harassment provisions in their rules of professional 

conduct. Of those jurisdictions, 28 place the provision in the black letter law and 11 place the 

provision in the commentary.3 The Board proposes placing the rule amendments in the black 

letter law, as a black letter rule is enforceable in disciplinary proceedings. 

 Thirty-four jurisdictions require that the conduct have some connection to the practice of law.4 

For example, ''in the representation of a client'';5 ''in connection with the practice of law'';6 ''in a 

professional capacity'';7 ''in the practice of law'';8 ''in the course of representing a client'';9 and ''in 

connection with the lawyer's professional activities.''10 Upon our review, the provisions in these 

jurisdictions require some nexus to delivering legal services and, the majority do not purport to 

reach ''social activities.'' 

 Similar to the provisions in these jurisdictions, the Board proposes the language ''in the 

practice of law'' as a more narrowly-tailored scope of prohibited conduct. We conclude that 

private activities are not intended to be covered by this proposed rule amendment, since to do so 

would increase the likelihood of infringing on constitutional rights of lawyers. 

 The Pennsylvania RPC and the Pennsylvania Rules of Disciplinary Enforcement do not define 

what constitutes the practice of law; generally, the Supreme Court of Pennsylvania has explained 

what specific activities constitute the practice of law on a case-by-case basis. This case law is 

instructive and guides lawyers in determining the scope of the prohibited conduct relative to 

proposed new paragraph (g). The Supreme Court of Pennsylvania has outlined three broad 

categories of activities that constitute the practice of law: (1) the instruction and advising of 

clients in regard to the law so that they may pursue their affairs and be informed as to their rights 

and obligations; (2) the preparation of documents for clients requiring familiarity with legal 

principles beyond the ken of ordinary laypersons; and (3) the appearance on behalf of clients 

before public tribunals in order that the attorney may assist the deciding official in the proper 

interpretation and enforcement of the law. Office of Disciplinary Counsel v. Frank J. Marcone, 

855 A.2d 654, 660 (Pa. 2004) (citing Shortz et al. v. Farrell, 193 A. 20, 21 (Pa. 1937)). The 

Court has provided additional guidance by noting that ''the practice of law is implicated by the 

holding out of oneself to the public as competent to exercise legal judgment and the implication 

that he or she has the technical competence to analyze legal problems and the requisite character 



qualification to act in a representative capacity.'' Id, citing Dauphin County Bar Association v. 

Mazzacaro, 351 A.2d 229, 222-223 (Pa. 1976). 

 Similar to social activities, employment discrimination in hiring, firing, promotion, or 

partnership status is not intended to be covered in the proposed rule, unless it has resulted in 

either an agency or judicial determination of discriminatory conduct. In its review of the rule 

provisions of other jurisdictions, the Board took particular note of New Jersey's rule, which 

excludes employment discrimination unless adjudicated.11 The Board favors this exclusion, as 

existing agencies and courts are better able to deal with such matters, and the disciplinary 

resources required to investigate and prosecute discrimination and harassment in the employment 

area would be disproportionate to the benefits to the system given the remedies available 

elsewhere. 

 In jurisdictions that have a black letter rule, six have a mens rea requirement.12 For example, 

''knowingly, or through callous indifference'';13 ''knowingly manifest by words or conduct'';14 

''knowingly intimidate or harass'';15 ''intentionally manifesting'';16 and ''willfully.''17 Many of the 

jurisdictions that place anti-discrimination and anti-harassment provisions in their commentary 

also use the word ''knowingly.''18 The Board proposes the use of the word ''knowingly,'' as the 

knowledge requirement prevents unintentional violation of the rule, and serves to exclude 

inadvertent conduct. 

 The Board proposes the inclusion of language relative to RPC 1.16, so that lawyers may retain 

professional independence and are not limited in their ability to accept, decline or withdraw from 

representation, except as set forth in RPC 1.16. This language is in Model Rule 8.4(g) and is 

contained in at least one other jurisdiction's provision.19 We further note that the Pennsylvania 

Bar Association (''PBA'') and Allegheny County Bar Association (''ACBA'') proposed versions of 

Rule 8.4(g) containing this exception.20  

 The proposed language affirms that legitimate advocacy or advice concerning the protected 

classes contained in the rule does not violate the rule. As noted above, this proposed language is 

modeled on the Pennsylvania Code of Judicial Conduct. Pa.R.J.C. 2.3(D) advises that judges or 

lawyers are not precluded from making legitimate reference to the listed factors, when such 

factors are relevant to an issue in a proceeding. Additionally, thislanguage concerning legitimate 

advocacy or advice is similar to the Model Rule language and is consistent with the rules of the 

vast majority of jurisdictions.21  

 The new comments proposed by the Board are modeled on the comments to Pa.R.J.C. 2.3. 

Proposed comments (3), (4), and (5) provide guidance to attorneys on the types of behavior 

covered by proposed paragraph 8.4(g), while explicitly stating that the examples provided are not 

limited to that list of behaviors. Although there is no uniform jurisdictional approach to 

providing specific examples of the prohibited conduct, upon review, the Board concludes that the 

proposed commentary is necessary to assist lawyers in complying with the proposed rule. 

 Interested persons are invited to submit written comments by mail or facsimile regarding the 

proposed amendments to the Office of the Secretary, The Disciplinary Board of the Supreme 

Court of Pennsylvania, 601 Commonwealth Avenue, Suite 5600, PO Box 62625, Harrisburg, PA 



17106-2625, Facsimile number (717-231-3381), Email address Dboard.comments@pacourts.us 

on or before June 18, 2018. 

By the Disciplinary Board of the 

Supreme Court of Pennsylvania 

JULIA FRANKSTON-MORRIS, Esq.,  

Secretary 

Annex A 

TITLE 204. JUDICIAL SYSTEM GENERAL PROVISIONS 

PART V. PROFESSIONAL ETHICS AND CONDUCT 

Subpart A. PROFESSIONAL RESPONSIBILITY 

CHAPTER 81. RULES OF PROFESSIONAL CONDUCT 

Subchapter A. RULES OF PROFESSIONAL CONDUCT 

§ 81.4. Rules of Professional Conduct. 

 The following are the Rules of Professional Conduct: 

MAINTAINING THE INTEGRITY OF THE PROFESSION 

Rule 8.4. Misconduct. 

 It is professional misconduct for a lawyer to: 

*  *  *  *  * 

 (f) knowingly assist a judge or judicial officer in conduct that is a violation of applicable rules 

of judicial conduct or other law. 

 (g) in the practice of law, by words or conduct, knowingly manifest bias or prejudice, or 

engage in harassment, including but not limited to bias, prejudice, or harassment based 

upon race, sex, gender identity or expression, religion, national origin, ethnicity, disability, 

age, sexual orientation, marital status, socioeconomic status, or political affiliation (except 

employment discrimination unless resulting in a final agency or judicial determination). 

This paragraph does not limit the ability of a lawyer to accept, decline or withdraw from a 

representation in accordance with Rule 1.16. This paragraph does not preclude legitimate 

advice or advocacy consistent with these Rules. 



Comment: 

 (1) Lawyers are subject to discipline when they violate or attempt to violate the Rules of 

Professional Conduct, knowingly assist or induce another to do so or do so through the acts of 

another, as when they request or instruct an agent to do so on the lawyer's behalf. Paragraph (a), 

however, does not prohibit a lawyer from advising a client of action the client is lawfully entitled 

to take. 

 (2) Many kinds of illegal conduct reflect adversely on fitness to practice law, such as offenses 

involving fraud and the offense of willful failure to file an income tax return. However, some 

kinds of offenses carry no such implication. Traditionally, the distinction was drawn in terms of 

offenses involving ''moral turpitude.'' That concept can be construed to include offenses 

concerning some matters of personal morality, such as adultery and comparable offenses, that 

have no specific connection to fitness for the practice of law. Although a lawyer is personally 

answerable to the entire criminal law, a lawyer should be professionally answerable only for 

offenses that indicate lack of those characteristics relevant to law practice. Offenses involving 

violence, dishonesty, breach of trust, or serious interference with the administration of justice are 

in that category. A pattern of repeated offenses, even ones of minor significance when 

considered separately, can indicate indifference to legal obligation. 

 (3) Examples of manifestations of bias or prejudice include but are not limited to 

epithets; slurs; demeaning nicknames; negative stereotyping; attempted humor based upon 

stereotypes; threatening, intimidating, or hostile acts; suggestions of connections between 

race, ethnicity, or nationality and crime; and irrelevant references to personal 

characteristics. 

 (4) Harassment, as referred to in paragraph (g), is verbal or physical conduct that 

denigrates or shows hostility or aversion toward a person on bases such as race, sex, 

gender, religion, national origin, ethnicity, disability, age, sexual orientation, marital status, 

socioeconomic status, or political affiliation. 

 (5) Sexual harassment includes but is not limited to sexual advances, requests for sexual 

favors, and other verbal or physical conduct of a sexual nature that is unwelcome. 

 [(3)] (6) A lawyer may refuse to comply with an obligation imposed by law upon a good faith 

belief that no valid obligation exists. The provisions of Rule 1.2(d) concerning a good faith 

challenge to the validity, scope, meaning or application of the law apply to challenges of legal 

regulation of the practice of law.  

 [(4)] (7) Lawyers holding public office assume legal responsibilities going beyond those of 

other citizens. A lawyer's abuse of public office can suggest an inability to fulfill the professional 

role of lawyers. The same is true of abuse of positions of private trust such as trustee, executor, 

administrator, guardian, agent and officer, director or manager of a corporation or other 

organization. 

[Pa.B. Doc. No. 18-773. Filed for public inspection May 18, 2018, 9:00 a.m.] 



_______ 

1  See 46 Pa.B. 7519 (December 3, 2016)—''It is professional misconduct for a lawyer to: (g) violate a federal, state 

or local statue or ordinance that prohibits discrimination based on race, sex, religion, national origin, disability, age, 

sexual orientation or socioeconomic status by conduct that reflects adversely on the lawyer's fitness as a lawyer. 

Whether a discriminatory act reflects adversely on a lawyer's fitness as a lawyer shall be determined after 

consideration of all the circumstances, including: the seriousness of the act; whether the lawyer knew that the act 

was prohibited by statue or ordinance; whether the act was part of a pattern of prohibited conduct; and whether the 

act was committed in connection with the lawyer's professional activities. If there is an alternative forum available to 

bring a complaint, no charge of professional misconduct may be brought pursuant to this paragraph until a court or 

administrative agency of competent jurisdiction has found that the lawyer has engaged in an unlawful discriminatory 

act, and the finding of the court or administrative agency has become final and enforceable and any right of judicial 

review has been exhausted.''  

2 

 https://www.americanbar.org/content/dam/aba/administrative/professional_responsibility/chart_adopt_8_4_g.authc

heckdam.pdf  

3  The following jurisdictions have black letter law: California, Colorado, Washington, D.C., Florida, Indiana, Iowa, 

Maryland, Massachusetts, Michigan, Minnesota, Missouri, Nebraska, New Jersey, New Mexico, New York, North 

Dakota, Ohio, Oregon, Rhode Island, Texas, Vermont, Washington, and Wisconsin. The following jurisdictions 

have commentary: Arizona, Arkansas, Connecticut, Delaware, Maine, South Carolina, South Dakota, Tennessee, 

Utah, and Wyoming.  

4  Arizona, Arkansas, California, Colorado, Connecticut, Delaware, Washington, D.C., Florida, Idaho, Indiana, Iowa, 

Maine, Maryland, Massachusetts, Michigan, Minnesota, Missouri, Nebraska, New Jersey, New Mexico, New York, 

North Dakota, Ohio, Oregon, South Carolina, South Dakota, Tennessee, Texas, Utah, Washington, Wisconsin, and 

Wyoming.  

5  Among the jurisdictions that use this verbiage are Colorado, Idaho and Missouri.  

6  Among the jurisdictions that use this verbiage are Arkansas and Florida.  

7  Among the jurisdictions that use this verbiage are Indiana, Massachusetts, Maryland, Nebraska, New Jersey and 

Ohio.  

8  Among the jurisdictions that use this verbiage are Iowa and New York.  

9  Among the jurisdictions that use this verbiage are Arizona, Connecticut, Delaware, Maine, North Dakota, New 

Hampshire, Oregon, South Carolina, Tennessee and Washington.  

10  Among the jurisdictions that use this verbiage are Minnesota and Wisconsin.  

11  It is professional misconduct for a lawyer to: (g) engage, in a professional capacity, in conduct involving 

discrimination (except employment discrimination unless resulting in a final agency or judicial determination) 

because of race, color, religion, age, sex, sexual orientation, national origin, language, marital status, socioeconomic 

status, or handicap whether the conduct is intended or likely intended to cause harm. N.J. RPC 8.4(g).  

12  Florida, Maryland, New Mexico, North Dakota, Oregon, and Texas.  

13  Florida  

14  Maryland and North Dakota.  



15  Oregon  

16  New Mexico  

17  Texas  

18  Arizona, Connecticut, Delaware, Maine, New Hampshire, South Carolina, South Dakota, Tennessee, Utah, and 

Wyoming.  

19  Washington  

20  Letter from PBA to Board dated December 9, 2016, enclosing PBA's proposed version of RPC 8.4(g); letter from 

ACBA to Chief Disciplinary Counsel dated January 9, 2017, enclosing ACBA's proposed version of RPC 8.4(g).  

21  Arizona, Arkansas, Connecticut, Delaware, Idaho, Indiana, Iowa, Maine, Maryland, Massachusetts, Missouri, 

Nebraska, New Mexico, North Dakota, South Carolina, South Dakota, Tennessee, Texas, Utah, Vermont, 

Washington, Wisconsin, and Wyoming.  
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FORMAL OPINION 2014-300 
 

ETHICAL OBLIGATIONS FOR ATTORNEYS USING SOCIAL MEDIA 
 

I. Introduction and Summary 
 

“Social media” or “social networking” websites permit users to join online communities where they 
can share information, ideas, messages, and other content using words, photographs, videos and 
other methods of communication. There are thousands of these websites, which vary in form and 
content. Most of these sites, such as Facebook, LinkedIn, and Twitter, are designed to permit users 
to share information about their personal and professional activities and interests. As of January 
2014, an estimated 74 percent of adults age 18 and over use these sites.1  
 
Attorneys and clients use these websites for both business and personal reasons, and their use raises 
ethical concerns, both in how attorneys use the sites and in the advice attorneys provide to clients 
who use them. The Rules of Professional Conduct apply to all of these uses. 
 
The issues raised by the use of social networking websites are highly fact-specific, although certain 
general principles apply. This Opinion reiterates the guidance provided in several previous ethics 
opinions in this developing area and provides a broad overview of the ethical concerns raised by 
social media, including the following: 

 

1. Whether attorneys may advise clients about the content of the clients’ social networking 
websites, including removing or adding information.  

2. Whether attorneys may connect with a client or former client on a social networking 
website.  

3. Whether attorneys may contact a represented person through a social networking 
website.  

4. Whether attorneys may contact an unrepresented person through a social networking 
website, or use a pretextual basis for viewing information on a social networking site that 
would otherwise be private/unavailable to the public. 

5. Whether attorneys may use information on a social networking website in client-related 
matters. 

6. Whether a client who asks to write a review of an attorney, or who writes a review of an 
attorney, has caused the attorney to violate any Rule of Professional Conduct. 

7. Whether attorneys may comment on or respond to reviews or endorsements.  

8. Whether attorneys may endorse other attorneys on a social networking website.  

9. Whether attorneys may review a juror’s Internet presence.  

                                                           
1 http://www.pewinternet.org/fact-sheets/social-networking-fact-sheet/ 
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10. Whether attorneys may connect with judges on social networking websites. 
 

This Committee concludes that: 
 

1. Attorneys may advise clients about the content of their social networking websites, 
including the removal or addition of information. 

2. Attorneys may connect with clients and former clients. 

3. Attorneys may not contact a represented person through social networking websites. 

4. Although attorneys may contact an unrepresented person through social networking 
websites, they may not use a pretextual basis for viewing otherwise private information 
on social networking websites.  

5. Attorneys may use information on social networking websites in a dispute.  

6. Attorneys may accept client reviews but must monitor those reviews for accuracy.  

7. Attorneys may generally comment or respond to reviews or endorsements, and may 
solicit such endorsements.  

8. Attorneys may generally endorse other attorneys on social networking websites.  

9. Attorneys may review a juror’s Internet presence.  

10. Attorneys may connect with judges on social networking websites provided the purpose 
is not to influence the judge in carrying out his or her official duties. 

 
This Opinion addresses social media profiles and websites used by lawyers for business purposes, 
but does not address the issues relating to attorney advertising and marketing on social networking 
websites. While a social media profile that is used exclusively for personal purposes (i.e., to maintain 
relationships with friends and family) may not be subject to the Rules of Professional Conduct 
relating to advertising and soliciting, the Committee emphasizes that attorneys should be conscious 
that clients and others may discover those websites, and that information contained on those 
websites is likely to be subject to the Rules of Professional Conduct. Any social media activities or 
websites that promote, mention or otherwise bring attention to any law firm or to an attorney in his 
or her role as an attorney are subject to and must comply with the Rules. 
 
II. Background 

 
A social networking website provides a virtual community for people to share their daily activities 
with family, friends and the public, to share their interest in a particular topic, or to increase their 
circle of acquaintances. There are dating sites, friendship sites, sites with business purposes, and 
hybrids that offer numerous combinations of these characteristics. Facebook is currently the leading 
personal site, and LinkedIn is currently the leading business site. Other social networking sites 
include, but are not limited to, Twitter, Myspace, Google+, Instagram, AVVO, Vine, YouTube, 
Pinterest, BlogSpot, and Foursquare. On these sites, members create their own online “profiles,” 
which may include biographical data, pictures and any other information they choose to post.  
 
Members of social networking websites often communicate with each other by making their latest 
thoughts public in a blog-like format or via e-mail, instant messaging, photographs, videos, voice or 
videoconferencing to selected members or to the public at large. These services permit members to 
locate and invite other members into their personal networks (to “friend” them) as well as to invite 
friends of friends or others.  
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Social networking websites have varying levels of privacy settings. Some sites allow users to restrict 
who may see what types of content, or to limit different information to certain defined groups, such 
as the “public,” “friends,” and “others.” For example, on Facebook, a user may make all posts 
available only to friends who have requested access. A less restrictive privacy setting allows “friends 
of friends” to see content posted by a specific user. A still more publicly-accessible setting allows 
anyone with an account to view all of a person’s posts and other items.  
 
These are just a few of the main features of social networking websites. This Opinion does not 
address every feature of every social networking website, which change frequently. Instead, this 
Opinion gives a broad overview of the main ethical issues that lawyers may face when using social 
media and when advising clients who use social media.  
 
III. Discussion 

 
A. Pennsylvania Rules of Professional Conduct: Mandatory and Prohibited 

Conduct 
 

Each of the issues raised in this Opinion implicates various Rules of Professional Conduct that 
affect an attorney’s responsibilities towards clients, potential clients, and other parties. Although no 
Pennsylvania Rule of Professional Conduct specifically addresses social networking websites, this 
Committee’s conclusions are based upon  the existing rules. The Rules implicated by these issues 
include: 

 

 Rule 1.1  (“Competence”) 

 Rule 1.6  (“Confidentiality of Information”) 

 Rule 3.3  (“Candor Toward the Tribunal”) 

 Rule 3.4  (“Fairness to Opposing Party and Counsel”) 

 Rule 3.5  (“Impartiality and Decorum of the Tribunal”) 

 Rule 3.6  (“Trial Publicity”) 

 Rule 4.1  (“Truthfulness in Statements to Others”) 

 Rule 4.2  (“Communication with Person Represented by Counsel”) 

 Rule 4.3  (“Dealing with Unrepresented Person”) 

 Rule 8.2  (“Statements Concerning Judges and Other Adjudicatory Officers”) 

 Rule 8.4  (“Misconduct”) 
 

The Rules define the requirements and limitations on an attorney’s conduct that may subject the 
attorney to disciplinary sanctions. While the Comments may assist an attorney in understanding or 
arguing the intention of the Rules, they are not enforceable in disciplinary proceedings. 

 
B. General Rules for Attorneys Using Social Media and Advising Clients About 

Social Media 
 

Lawyers must be aware of how these websites operate and the issues they raise in order to represent 
clients whose matters may be impacted by content posted on social media websites. Lawyers should 
also understand the manner in which postings are either public or private. A few Rules of 
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Professional Conduct are particularly important in this context and can be generally applied 
throughout this Opinion.  
 
Rule 1.1 provides: 
 

A lawyer shall provide competent representation to a client. Competent 
representation requires the legal knowledge, skill, thoroughness and preparation 
reasonably necessary for the representation. 
 

As a general rule, in order to provide competent representation under Rule 1.1, a lawyer should 
advise clients about the content of their social media accounts, including privacy issues, as well as 
their clients’ obligation to preserve information that may be relevant to their legal disputes.  
 
Comment [8] to Rule 1.1 further explains that, “To maintain the requisite knowledge and skill, a 
lawyer should keep abreast of changes in the law and its practice, including the benefits and risks 
associated with relevant technology….” Thus, in order to provide competent representation in 
accordance with Rule 1.1, a lawyer should (1) have a basic knowledge of how social media websites 
work, and (2) advise clients about the issues that may arise as a result of their use of these websites.  
 
Another Rule applicable in almost every context, and particularly relevant when social media is 
involved, is Rule 8.4 (“Misconduct”), which states in relevant part: 
 

It is professional misconduct for a lawyer to:  
… 
(c) engage in conduct involving dishonesty, fraud, deceit or misrepresentation;  
 

This Rule prohibits “dishonesty, fraud, deceit or misrepresentation.” Social networking easily lends 
itself to dishonesty and misrepresentation because of how simple it is to create a false profile or to 
post information that is either inaccurate or exaggerated. This Opinion frequently refers to Rule 8.4, 
because its basic premise permeates much of the discussion surrounding a lawyer’s ethical use of 
social media.  
 

C. Advising Clients on the Content of their Social Media Accounts 
 

As the use of social media expands, so does its place in legal disputes. This is based on the fact that 
many clients seeking legal advice have at least one account on a social networking site. While an 
attorney is not responsible for the information posted by a client on the client’s social media profile, 
an attorney may and often should advise a client about the content on the client’s profile.  
 
Against this background, this Opinion now addresses the series of questions raised above. 
 

1. Attorneys May, Subject to Certain Limitations, Advise Clients About 
The Content Of Their Social Networking Websites 

 
Tracking a client’s activity on social media may be appropriate for an attorney to remain informed 
about developments bearing on the client’s legal dispute. An attorney can reasonably expect that 
opposing counsel will monitor a client’s social media account.  
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For example, in a Miami, Florida case, a man received an $80,000.00 confidential settlement 
payment for his age discrimination claim against his former employer.2 However, he forfeited that 
settlement after his daughter posted on her Facebook page “Mama and Papa Snay won the case 
against Gulliver. Gulliver is now officially paying for my vacation to Europe this summer. SUCK 
IT.” The Facebook post violated the confidentiality agreement in the settlement and, therefore, cost 
the Plaintiff $80,000.00.  
 
The Virginia State Bar Disciplinary Board3 suspended an attorney for five years for (1) instructing 
his client to delete certain damaging photographs from his Facebook account, (2) withholding the 
photographs from opposing counsel, and (3) withholding from the trial court the emails discussing 
the plan to delete the information from the client’s Facebook page. The Virginia State Bar 
Disciplinary Board based the suspension upon the attorney’s violations of Virginia’s rules on candor 
toward the tribunal, fairness to opposing counsel, and misconduct. In addition, the trial court 
imposed $722,000 in sanctions ($542,000 upon the lawyer and $180,000 upon his client) to 
compensate opposing counsel for their legal fees.4  
 
While these may appear to be extreme cases, they are indicative of the activity that occur involving 
social media. As a result, lawyers should be certain that their clients are aware of the ramifications of 
their social media actions. Lawyers should also be aware of the consequences of their own actions 
and instructions when dealing with a client’s social media account.  
 
Three Rules of Professional Conduct are particularly important when addressing a lawyer’s duties 
relating to a client’s use of social media.  
 
Rule 3.3 states: 
 

(a) A lawyer shall not knowingly:  
(1) make a false statement of material fact or law to a tribunal or fail to 

correct a false statement of material fact or law previously made to 
the tribunal by the lawyer; … 

(3) offer evidence that the lawyer knows to be false. If a lawyer, the 
lawyer’s client, or a witness called by the lawyer, has offered material 
evidence before a tribunal or in an ancillary proceeding conducted 
pursuant to a tribunal’s adjudicative authority, such as a deposition, 
and the lawyer comes to know of its falsity, the lawyer shall take 
reasonable remedial measures, including, if necessary, disclosure to 
the tribunal. A lawyer may refuse to offer evidence, other than the 
testimony of a defendant in a criminal matter, that the lawyer 
reasonably believes is false.  

(b) A lawyer who represents a client in an adjudicative proceeding and who 
knows that a person intends to engage, is engaging or has engaged in criminal 

                                                           
2 “Girl costs father $80,000 with ‘SUCK IT’ Facebook Post, March 4, 2014: 
http://www.cnn.com/2014/03/02/us/facebook-post-costs-father/ 
3
 In the Matter of Matthew B. Murray, VSB Nos. 11-070-088405 and 11-070-088422 (June 9, 2013) 

4
 Lester v. Allied Concrete Co., Nos. CL08-150 and CL09-223 (Charlotte, VA Circuit Court, October 21, 

2011) 
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or fraudulent conduct related to the proceeding shall take reasonable 
remedial measures, including, if necessary, disclosure to the tribunal.  

(c) The duties stated in paragraphs (a) and (b) continue to the conclusion of the 
proceeding, and apply even if compliance requires disclosure of information 
otherwise protected by Rule 1.6.  

 
Rule 3.4 states: 
 

A lawyer shall not:  
 
(a) unlawfully obstruct another party’s access to evidence or unlawfully alter, 

destroy or conceal a document or other material having potential evidentiary 
value or assist another person to do any such act;  

 
Rule 4.1 states: 
 

In the course of representing a client a lawyer shall not knowingly:  
 (a) make a false statement of material fact or law to a third person; or  
 (b) fail to disclose a material fact to a third person when disclosure is 

necessary to avoid aiding and abetting a criminal or fraudulent act by a client, 
unless disclosure is prohibited by Rule 1.6. 

 
The Rules do not prohibit an attorney from advising clients about their social networking websites. 
In fact, and to the contrary, a competent lawyer should advise clients about the content that they 
post publicly online and how it can affect a case or other legal dispute.  
 
The Philadelphia Bar Association Professional Guidance Committee issued Opinion 2014-5, 
concluding that a lawyer may advise a client to change the privacy settings on the client’s social 
media page but may not instruct a client to destroy any relevant content on the page. Additionally, a 
lawyer must respond to a discovery request with any relevant social media content posted by the 
client. The Committee found that changing a client’s profile to “private” simply restricts access to 
the content of the page but does not completely prevent the opposing party from accessing the 
information. This Committee agrees with and adopts the guidance provided in the Philadelphia Bar 
Association Opinion.  
 
The Philadelphia Committee also cited the Commercial and Federal Litigation Section of the New 
York State Bar Association and its “Social Media Guidelines,” which concluded that a lawyer may 
advise a client about the content of the client’s social media page, to wit:  
 

 A lawyer may advise a client as to what content may be maintained or made private on 
her social media account, as well as to what content may be “taken down” or removed, 
whether posted by the client or someone else, as long as there is no violation of common 
law or any statute, rule, or regulation relating to the preservation of information.  

 Unless an appropriate record of the social media information or data is preserved, a 
party or nonparty may not delete information from a social media profile that is subject 
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to a duty to preserve. This duty arises when the potential for litigation or other conflicts 
arises 5 

 
In 2014 Formal Ethics Opinion 5, the North Carolina State Bar concluded that a lawyer may advise 
a client to remove information on social media if not spoliation or otherwise illegal.6 
 
This Committee agrees with and adopts these recommendations, which are consistent with Rule 
3.4(a)’s prohibition against “unlawfully alter[ing], destroy[ing] or conceal[ing] a document or other 
material having potential evidentiary value.” Thus, a lawyer may not instruct a client to alter, destroy, 
or conceal any relevant information, regardless whether that information is in paper or digital form. 
A lawyer may, however, instruct a client to delete information that may be damaging from the 
client’s page, provided the conduct does not constitute spoliation or is otherwise illegal, but must 
take appropriate action to preserve the information in the event it is discoverable or becomes 
relevant to the client’s matter. 
 
Similarly, an attorney may not advise a client to post false or misleading information on a social 
networking website; nor may an attorney offer evidence from a social networking website that the 
attorney knows is false. Rule 4.1(a) prohibits an attorney from making “a false statement of material 
fact or law.” If an attorney knows that information on a social networking site is false, the attorney 
may not present that as truthful information. It has become common practice for lawyers to advise 
clients to refrain from posting any information relevant to a case on any website, and to refrain from 
using these websites until the case concludes.  
 

2. Attorneys May Ethically Connect with Clients or Former Clients on 
Social Media 
 

Social media provides many opportunities for attorneys to contact and connect with clients and 
other relevant persons. While the mode of communication has changed, the Rules that generally 
address an attorney’s communications with others still apply. 
 
There is no per se prohibition on an attorney connecting with a client or former client on social 
media. However, an attorney must continue to adhere to the Rules and maintain a professional 
relationship with clients. If an attorney connects with clients or former clients on social networking 
sites, the attorney should be aware that his posts may be viewed by clients and former clients.  
 
Although this Committee does not recommend doing so, if an attorney uses social media to 
communicate with a client relating to representation of the client, the attorney should retain records 
of those communications containing legal advice. As outlined below, an attorney must not reveal 
confidential client information on social media. While the Rules do not prohibit connecting with 
clients on social media, social media may not be the best platform to connect with clients, 
particularly in light of the difficulties that often occur when individuals attempt to adjust their 
privacy settings.  
 

                                                           
5
 Social Media Ethics Guidelines, The Commercial and Federal Litigation Section of the New York State 

Bar Association, March 18, 2014 at 11 (footnote omitted). 
6
 http://www.ncbar.com/ethics/printopinion.asp?id=894 
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3. Attorneys May Not Ethically Contact a Represented Person Through a 
Social Networking Website 

 
Attorneys may also use social media to contact relevant persons in a conflict, but within limitations. 
As a general rule, if contacting a party using other forms of communication would be prohibited,7 it 
would also be prohibited while using social networking websites. 
 
Rule 4.2 states:  
  

In representing a client, a lawyer shall not communicate about the subject of the 
representation with a person the lawyer knows to be represented by another lawyer 
in the matter, unless the lawyer has the consent of the other lawyer or is authorized 
to do so by law or a court order. 

 
Regardless of the method of communication, Rule 4.2 clearly states that an attorney may not 
communicate with a represented party without the permission of that party’s lawyer. Social 
networking websites increase the number of ways to connect with another person but the essence of 
that connection is still a communication. Contacting a represented party on social media, even 
without any pretext, is limited by the Rules.  
 
The Philadelphia Bar Association Professional Guidance Committee concluded in Opinion 2009-
02,8 that an attorney may not use an intermediary to access a witness’ social media profiles. The 
inquirer sought access to a witness’ social media account for impeachment purposes. The inquirer 
wanted to ask a third person, i.e., “someone whose name the witness will not recognize,” to go to 
Facebook and Myspace and attempt to “friend” the witness to gain access to the information on the 
pages. The Committee found that this type of pretextual “friending” violates Rule 8.4(c), which 
prohibits the use of deception. The action also would violate Rule 4.1 (discussed below) because 
such conduct amounts to a false statement of material fact to the witness.  
 
The San Diego County Bar Legal Ethics Committee issued similar guidance in Ethics Opinion 2011-
2,9 concluding that an attorney is prohibited from making an ex parte “friend” request of a 
represented party to view the non-public portions of a social networking website. Even if the 
attorney clearly states his name and purpose for the request, the conduct violates the Rule against 
communication with a represented party. Consistent with this Opinion, this Committee also finds 
that “friending” a represented party violates Rule 4.2.  
 
While it would be forbidden for a lawyer to “friend” a represented party, it would be permissible for 
the lawyer to access the public portions of the represented person’s social networking site, just as it 
would be permissible to review any other public statements the person makes. The New York State 

                                                           
7
 See, e.g., Formal Opinion 90-142 (updated by 2005-200), in which this Committee concluded that, 

unless a lawyer has the consent of opposing counsel or is authorized by law to do so, in representing 
a client, a lawyer shall not conduct ex parte communications about the matter of the representation 
with present managerial employees of an opposing party, and with any other employee whose acts 
or omissions may be imputed to the corporation for purposes of civil or criminal liability. 
8
 Philadelphia Bar Assn., Prof’l Guidance Comm., Op. 2009-02 (2009). 

9
 San Diego County Bar Assn., Legal Ethics Comm., Op. 2011-2 (2011). 
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Bar Association Committee on Professional Ethics issued Opinion 843,10 concluded that lawyers 
may access the public portions of other parties’ social media accounts for use in litigation, 
particularly impeachment. The Committee found that there is no deception in accessing a public 
website; it also cautioned, however, that a lawyer should not request additional access to the social 
networking website nor have someone else do so.  
 
This Committee agrees that accessing the public portion of a represented party’s social media site 
does not involve an improper contact with the represented party because the page is publicly 
accessible under Rule 4.2. However, a request to access the represented party’s private page is a 
prohibited communication under Rule 4.2  
 

4. Attorneys May Generally Contact an Unrepresented Person Through a 
Social Networking Website But May Not Use a Pretextual Basis For 
Viewing Otherwise Private Information11  

 
Communication with an unrepresented party through a social networking website is governed by the 
same general rule that, if the contact is prohibited using other forms of communication, then it is 
also prohibited using social media.  
 
Rule 4.3 states in relevant part:  
 

(a) In dealing on behalf of a client with a person who is not represented by 
counsel, a lawyer shall not state or imply that the lawyer is disinterested. …  

(c) When the lawyer knows or reasonably should know that the unrepresented 
person misunderstands the lawyer’s role in the matter, the lawyer should 
make reasonable efforts to correct the misunderstanding. 

 
Connecting with an unrepresented person through a social networking website may be ethical if the 
attorney clearly identifies his or her identity and purpose. Particularly when using social networking 
websites, an attorney may not use a pretextual basis when attempting to contact the unrepresented 
person. Rule 4.3(a) instructs that “a lawyer shall not state or imply that the lawyer is disinterested.” 
Additionally, Rule 8.4(c) (discussed above) prohibits a lawyer from using deception. For example, an 
attorney may not use another person’s name or online identity to contact an unrepresented person; 
rather, the attorney must use his or her own name and state the purpose for contacting the 
individual.  
 
In Ohio, a former prosecutor was fired after he posed as a woman on a fake Facebook account in 
order to influence an accused killer’s alibi witnesses to change their testimony12. He was fired for 
“unethical behavior,” which is also consistent with the Pennsylvania Rules. Contacting witnesses 
under false pretenses constitutes deception.  
 
                                                           
10

 New York State Bar Assn., Comm. on Prof’l Ethics, Op. 843 (2010). 
11

 Attorneys may be prohibited from contacting certain persons, despite their lack of representation. 
This portion of this Opinion only addresses communication and contact with persons with whom 
such contact is not otherwise prohibited by the Rules, statute or some other basis.  
12

 “Aaron Brockler, Former Prosecutor, Fired for Posing as Accused Killer’s Ex-Girlfriend on 
Facebook,” June 7, 2013. http://www.cnn.com/2014/03/02/us/facebook-post-costs-father/ 
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Many Ethics Committees have addressed whether an attorney may contact an unrepresented person 
on social media. The Kentucky Bar Association Ethics Committee13 concluded that a lawyer may 
access the social networking site of a third person to benefit a client within the limits of the Rules. 
The Committee noted that even though social networking sites are a new medium of 
communication, “[t]he underlying principles of fairness and honesty are the same, regardless of 
context.”14 The Committee found that the Rules would not permit a lawyer to communicate through 
social media with a represented party. But, the Rules do not prohibit social media communication 
with an unrepresented party provided the lawyer is not deceitful or dishonest in the communication.  
 
As noted above, in Opinion 2009-02,15 the Philadelphia Bar Association Professional Guidance 
Committee concluded that an attorney may not access a witness’ social media profiles by deceptively 
using a third party intermediary. Use of an alias or other deceptive conduct violates the Rules as well, 
regardless whether it is permissible to contact a particular person. 
 
The New Hampshire Bar Association Ethics Committee agreed with the Philadelphia Opinion in 
Advisory Opinion 2012-13/05,16 concluding that a lawyer may not use deception to access the 
private portions of an unrepresented person’s social networking account. The Committee noted, “A 
lawyer has a duty to investigate but also a duty to do so openly and honestly, rather than through 
subterfuge.” 
 
The Oregon State Bar Legal Ethics Committee concurred with these opinions as well in Opinion 
2013-189,17 concluding that a lawyer may request access to an unrepresented party’s social 
networking website if the lawyer is truthful and does not employ deception.  
 
These Committees consistently conclude that a lawyer may not use deception to gain access to an 
unrepresented party’s page, but a lawyer may request access using his or her real name. There is, 
however, a split of authority among these Committees. The Philadelphia and New Hampshire 
Committees would further require the lawyer to state the purpose for the request, a conclusion with 
which this Committee agrees. These Committees found that omitting the purpose of the contact 
implies that the lawyer is disinterested, in violation of Rule 4.3(a).  
 
This Committee agrees with the Philadelphia Opinion (2009-02) and concludes that a lawyer may 
not use deception to gain access to an unrepresented person’s social networking site. A lawyer may 
ethically request access to the site, however, by using the lawyer’s real name and by stating the 
lawyer’s purpose for the request. Omitting the purpose would imply that the lawyer is disinterested, 
contrary to Rule 4.3(a).  
 

5. Attorneys May Use Information Discovered on a Social Networking 
Website in a Dispute 

 
If a lawyer obtains information from a social networking website, that information may be used in a 
legal dispute provided the information was obtained ethically and consistent with other portions of 
                                                           
13 Kentucky Bar Assn., Ethics Comm., Formal Op. KBA E-434 (2012). 
14

 Id. at 2. 
15

 Philadelphia Bar Assn., Prof’l Guidance Comm., Op. 2009-02 (2009). 
16

 New Hampshire Bar Assn., Ethics Comm., Op. 2012-13/05 (2012). 
17

 Oregon State Bar, Legal Ethics Comm., Op. 2013-189 (2013). 
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this Opinion. As mentioned previously, a competent lawyer has the duty to understand how social 
media works and how it may be used in a dispute. Because social networking websites allow users to 
instantaneously post information about anything the user desires in many different formats, a client’s 
postings on social media may potentially be used against the client’s interests. Moreover, because of 
the ease with which individuals can post information on social media websites, there may be an 
abundance of information about the user that may be discoverable if the user is ever involved in a 
legal dispute.  
 
For example, in 2011, a New York18 court ruled against a wife’s claim for support in a matrimonial 
matter based upon evidence from her blog that contradicted her testimony that she was totally 
disabled, unable to work in any capacity, and rarely left home because she was in too much pain. 
The posts confirmed that the wife had started belly dancing in 2007, and the Court learned of this 
activity in 2009 when the husband attached the posts to his motion papers. The Court concluded 
that the wife’s postings were relevant and could be deemed as admissions by the wife that 
contradicted her claims. 
 
Courts have, with increasing frequency, permitted information from social media sites to be used in 
litigation, and have granted motions to compel discovery of information on private social 
networking websites when the public profile shows relevant evidence may be found.  
 
For example, in McMillen v. Hummingbird Speedway, Inc.,19 the Court of Common Pleas of Jefferson 
County, Pennsylvania granted a motion to compel discovery of the private portions of a litigant’s 
Facebook profile after the opposing party produced evidence that the litigant may have 
misrepresented the extent of his injuries. In a New York case, Romano v. Steelcase Inc.,20 the Court 
similarly granted a defendant’s request for access to a plaintiff’s social media accounts because the 
Court believed, based on the public portions of plaintiff’s account, that the information may be 
inconsistent with plaintiff’s claims of loss of enjoyment of life and physical injuries, thus making the 
social media accounts relevant.  
 
In Largent v. Reed,21 a Pennsylvania Court of Common Pleas granted a discovery request for access to 
a personal injury plaintiff’s social media accounts. The Court engaged in a lengthy discussion of 
Facebook’s privacy policy and Facebook’s ability to produce subpoenaed information. The Court 
also ordered that plaintiff produce her login information for opposing counsel and required that she 
make no changes to her Facebook for thirty-five days while the defendant had access to the account.  
 
Conversely, in McCann v. Harleysville Insurance Co.,22 a New York court denied a defendant access to a 
plaintiff’s social media account because there was no evidence on the public portion of the profile to 
suggest that there was relevant evidence on the private portion. The court characterized this request 
as a “fishing expedition” that was too broad to be granted. Similarly, in Trail v. Lesko,23 Judge R. 
Stanton Wettick, Jr. of the Court of Common Pleas of Allegheny County denied a party access to a 
                                                           
18

 B.M. v D.M., 31 Misc. 3d 1211(A) (N.Y. Sup. Ct. 2011). 
19

 McMillen v. Hummingbird Speedway, Inc., 2010 Pa. Dist. & Cnty. Dec. LEXIS 270 (Pa. County Ct. 
2010). 
20

 Romano v Steelcase Inc., 30 Misc. 3d 426 (N.Y. Sup. Ct. 2010). 
21

 Largent v. Reed, No. 2009-1823 (Pa.Ct.Com.Pl. Franklin Cty. 2011). 
22

 McCann v. Harleysville Ins. Co. of N.Y., 78 A.D.3d 1524 (N.Y. App. Div. 4th Dep't 2010). 
23

 Trail v. Lesko, 2012 Pa. Dist. & Cnty. Dec. LEXIS 194 (Pa. County Ct. 2012). 
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plaintiff’s social media accounts, concluding that, under Pa. R.Civ.P. 4011(b), the defendant did not 
produce any relevant evidence to support its request; therefore, granting access to the plaintiff’s 
Facebook account would have been needlessly intrusive.  
 

6. Attorneys May Generally Comment or Respond to Reviews or 
Endorsements, and May Solicit Such Endorsements Provided the 
Reviews Are Monitored for Accuracy  

 
Some social networking websites permit a member or other person, including clients and former 
clients, to recommend or endorse a fellow member’s skills or accomplishments. For example, 
LinkedIn allows a user to “endorse” the skills another user has listed (or for skills created by the 
user). A user may also request that others endorse him or her for specified skills. LinkedIn also 
allows a user to remove or limit endorsements. Other sites allow clients to submit reviews of an 
attorney’s performance during representation. Some legal-specific social networking sites focus 
exclusively on endorsements or recommendations, while other sites with broader purposes can 
incorporate recommendations and endorsements into their more relaxed format. Thus, the range of 
sites and the manner in which information is posted varies greatly. 
 
Although an attorney is not responsible for the content that other persons, who are not agents of 
the attorney, post on the attorney’s social networking websites, an attorney (1) should monitor his or 
her social networking websites, (2) has a duty to verify the accuracy of any information posted, and 
(3) has a duty to remove or correct any inaccurate endorsements.  For example, if a lawyer limits his 
or her practice to criminal law, and is “endorsed” for his or her expertise on appellate litigation on 
the attorney’s LinkedIn page, the attorney has a duty to remove or correct the inaccurate 
endorsement on the LinkedIn page.  This obligation exists regardless of whether the information 
was posted by the attorney, by a client, or by a third party.  In addition, an attorney may be obligated 
to remove endorsements or other postings posted on sites that the attorney controls that refer to 
skills or expertise that the attorney does not possess. 

Similarly, the Rules do not prohibit an attorney from soliciting reviews from clients about the 
attorney’s services on an attorney’s social networking site, nor do they prohibit an attorney from 
posting comments by others.24 Although requests such as these are permissible, the attorney should 
monitor the information so as to verify its accuracy.  
 
Rule 7.2 states, in relevant part: 
 

(d) No advertisement or public communication shall contain an endorsement by 
a celebrity or public figure.  

(e) An advertisement or public communication that contains a paid endorsement 
shall disclose that the endorser is being paid or otherwise compensated for 
his or her appearance or endorsement.  

 
Rule 7.2(d) prohibits any endorsement by a celebrity or public figure. A lawyer may not solicit an 
endorsement nor accept an unsolicited endorsement from a celebrity or public figure on social 

                                                           
24

 In Dwyer v. Cappell, 2014 U.S. App. LEXIS 15361 (3d Cir. N.J. Aug. 11, 2014), the Third Circuit 
ruled that an attorney may include accurate quotes from judicial opinions on his website, and was 
not required to reprint the opinion in full. 

http://www.lexis.com/research/xlink?app=00075&view=full&searchtype=get&search=2014+U.S.+App.+LEXIS+15361
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media. Additionally, Rule 7.2(e) mandates disclosure if an endorsement is made by a paid endorser. 
Therefore, if a lawyer provides any type of compensation for an endorsement made on social media, 
the endorsement must contain a disclosure of that compensation. 
 
Even if the endorsement is not made by a celebrity or a paid endorser, the post must still be 
accurate. Rule 8.4(c) is again relevant in this context. This Rule prohibits lawyers from dishonest 
conduct and making misrepresentations. If a client or former client writes a review of a lawyer that 
the lawyer knows is false or misleading, then the lawyer has an obligation to correct or remove the 
dishonest information within a reasonable amount of time. If the lawyer is unable to correct or 
remove the listing, he or she should contact the person posting the information and request that the 
person remove or correct the item.  
 
The North Carolina State Bar Ethics Committee issued Formal Ethics Opinion 8,25 concluding that 
a lawyer may accept recommendations from current or former clients if the lawyer monitors the 
recommendations to ensure that there are no ethical rule violations. The Committee discussed 
recommendations in the context of LinkedIn where an attorney must accept the recommendation 
before it is posted.26 Because the lawyer must review the recommendation before it can be posted, 
there is a smaller risk of false or misleading communication about the lawyer’s services. The 
Committee also concluded that a lawyer may request a recommendation from a current or former 
client but limited that recommendation to the client’s level of satisfaction with the lawyer-client 
relationship.  
 
This Committee agrees with the North Carolina Committee’s findings. Attorneys may request or 
permit clients to post positive reviews, subject to the limitations of Rule 7.2, but must monitor those 
reviews to ensure they are truthful and accurate.  
 

7. Attorneys May Comment or Respond to Online Reviews or 
Endorsements But May Not Reveal Confidential Client Information  

 
Attorneys may not disclose confidential client information without the client’s consent. This 
obligation of confidentiality applies regardless of the context. While the issue of disclosure of 
confidential client information extends beyond this Opinion, the Committee emphasizes that 
attorneys may not reveal such information absent client approval under Rule 1.6. Thus, an attorney 
may not reveal confidential information while posting celebratory statements about a successful 
matter, nor may the attorney respond to client or other comments by revealing information subject 
to the attorney-client privilege. Consequently, a lawyer’s comments on social media must maintain 
attorney/client confidentiality, regardless of the context, absent the client’s informed consent.  
 
This Committee has opined, in Formal Opinion 2014-200,27 that lawyers may not reveal client 
confidential information in response to a negative online review. Confidential client information is 
defined as “information relating to representation,” which is generally very broad. While there are 
                                                           
25

 North Carolina State Bar Ethics Comm., Formal Op. 8 (2012). 
26

 Persons with profiles on LinkedIn no longer are required to approve recommendations, but are 
generally notified of them by the site. This change in procedure highlights the fact that sites and 
their policies and procedures change rapidly, and that attorneys must be aware of their listings on 
such sites. 
27

 Pennsylvania Bar Assn, Ethics Comm., Formal Op. 2014-200 (2014). 
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certain circumstances that would allow a lawyer to reveal confidential client information, a negative 
online client review is not a circumstance that invokes the self-defense exception.  
 
As Rule 1.6 states: 
 

(a) A lawyer shall not reveal information relating to representation of a client 
unless the client gives informed consent, except for disclosures that are 
impliedly authorized in order to carry out the representation, and except as 
stated in paragraphs (b) and (c).  

(b) A lawyer shall reveal such information if necessary to comply with the duties 
stated in Rule 3.3.  

(c) A lawyer may reveal such information to the extent that the lawyer 
reasonably believes necessary: 
(4) to establish a claim or defense on behalf of the lawyer in a 

controversy between the lawyer and the client, to establish a defense 
to a criminal charge or civil claim or disciplinary proceeding against 
the lawyer based upon conduct in which the client was involved, or 
to respond to allegations in any proceeding concerning the lawyer’s 
representation of the client 

(d) A lawyer shall make reasonable efforts to prevent the inadvertent or 
unauthorized disclosure of, or unauthorized access to, information relating to 
the representation of a client.  

(e) The duty not to reveal information relating to representation of a client 
continues after the client-lawyer relationship has terminated. 

 
Thus, any information that an attorney posts on social media may not violate attorney/client 
confidentiality.  
 
An attorney’s communications to a client are also confidential. In Gillard v. AIG Insurance Company,28 
the Pennsylvania Supreme Court ruled that the attorney-client privilege extends to communications 
from attorney to client. The Court held that “the attorney-client privilege operates in a two-way 
fashion to protect confidential client-to-attorney or attorney-to-client communications made for the 
purpose of obtaining or providing professional legal advice.”29 The court noted that 
communications from attorney to client come with a certain expectation of privacy. These 
communications only originate because of a confidential communication from the client. Therefore, 
even revealing information that the attorney has said to a client may be considered a confidential 
communication, and may not be revealed on social media or elsewhere. 
 
Responding to a negative review can be tempting but lawyers must be careful about what they write. 
The Hearing Board of the Illinois Attorney Registration and Disciplinary Commission reprimanded 
an attorney for responding to a negative client review on the lawyer referral website AVVO30. In her 
response, the attorney mentioned confidential client information, revealing that the client had been 
in a physical altercation with a co-worker. While the Commission did not prohibit an attorney from 

                                                           
28

 Gillard v. AIG Insurance Co., 15 A.3d 44 (Pa. 2011).  
29

 Id. at 59. 
30

 In Re Tsamis, Comm. File No. 2013PR00095 (Ill. 2013). 
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responding, in general, to a negative review on a site such as AVVO, it did prohibit revealing 
confidential client information in that type of reply. 
 
The Illinois disciplinary action is consistent with this Committee’s recent Opinion and with the 
Pennsylvania Rules. A lawyer is not permitted to reveal confidential information about a client even 
if the client posts a negative review about the lawyer. Rule 1.6(d) instructs a lawyer to make 
“reasonable efforts to prevent the inadvertent or unauthorized disclosure of . . . information relating 
to the representation of a client.” This means that a lawyer must be mindful of any information that 
the lawyer posts pertaining to a client. While a response may not contain confidential client 
information, an attorney is permitted to respond to reviews or endorsements on social media. These 
responses must be accurate and truthful representations of the lawyer’s services.  
 
Also relevant is Rule 3.6, which states: 
 

(a) A lawyer who is participating or has participated in the investigation or 
litigation of a matter shall not make an extrajudicial statement that the lawyer 
knows or reasonably should know will be disseminated by means of public 
communication and will have a substantial likelihood of materially 
prejudicing an adjudicative proceeding in the matter.  

 
This Rule prohibits lawyers from making extrajudicial statements through public communication 
during an ongoing adjudication. This encompasses a lawyer updating a social media page with 
information relevant to the proceeding. If a lawyer’s social media account is generally accessible 
publicly then any posts about an ongoing proceeding would be a public communication. Therefore, 
lawyers should not be posting about ongoing matters on social media when such matters would 
reveal confidential client information.  
 
For example, the Supreme Court of Illinois suspended an attorney for 60 days31 for writing about 
confidential client information and client proceedings on her personal blog. The attorney revealed 
information that made her clients easily identifiable, sometimes even using their names. The Illinois 
Attorney Registration and Disciplinary Commission had argued in the matter that the attorney knew 
or should have known that her blog was accessible to others using the internet and that she had not 
made any attempts to make her blog private.  
 
Social media creates a wider platform of communication but that wider platform does not make it 
appropriate for an attorney to reveal confidential client information or to make otherwise prohibited 
extrajudicial statements on social media.  
 

8. Attorneys May Generally Endorse Other Attorneys on Social 
Networking Websites 

 
Some social networking sites allow members to endorse other members’ skills. An attorney may 
endorse another attorney on a social networking website provided the endorsement is accurate and 
not misleading. However, celebrity endorsements are not permitted nor are endorsements by judges. 
As previously noted, Rule 8.4(c) prohibits an attorney from being dishonest or making 

                                                           
31

 In Re Peshek, No. M.R. 23794 (Il. 2010); Compl.., In Re Peshek, Comm. No. 09 CH 89 (Il. 2009). 
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misrepresentations. Therefore, when a lawyer endorses another lawyer on social media, the 
endorsing lawyer must only make endorsements about skills that he knows to be true.  
 

9. Attorneys May Review a Juror’s Internet Presence 
 
The use of social networking websites can also come into play when dealing with judges and juries. 
A lawyer may review a juror’s social media presence but may not attempt to access the private 
portions of a juror’s page. 
 
Rule 3.5 states: 
 

A lawyer shall not:  
(a) seek to influence a judge, juror, prospective juror or other official by means 

prohibited by law;  
(b) communicate ex parte with such a person during the proceeding unless 

authorized to do so by law or court order;  
(c) communicate with a juror or prospective juror after discharge of the jury if:  

(1) the communication is prohibited by law or court order;  
(2) the juror has made known to the lawyer a desire not to communicate; 

or  
(3) the communication involves misrepresentation, coercion, duress of 

harassment; or  
(d) engage in conduct intended to disrupt a tribunal. 

 
During jury selection and trial, an attorney may access the public portion of a juror’s social 
networking website but may not attempt or request to access the private portions of the website. 
Requesting access to the private portions of a juror’s social networking website would constitute an 
ex parte communication, which is expressly prohibited by Rule 3.5(b). 
 
Rule 3.5(a) prohibits a lawyer from attempting to influence a juror or potential juror. Additionally, 
Rule 3.5(b) prohibits ex parte communications with those persons. Accessing the public portions of a 
juror’s social media profile is ethical under the Rules as discussed in other portions of this Opinion. 
However, any attempts to gain additional access to private portions of a juror’s social networking 
site would constitute an ex parte communication. Therefore, a lawyer, or a lawyer’s agent, may not 
request access to the private portions of a juror’s social networking site.  
 
American Bar Association Standing Committee on Ethics and Professional Responsibility Formal 
Opinion 466 concluded that a lawyer may view the public portion of the social networking profile of 
a juror or potential juror but may not communicate directly with the juror or jury panel member. 
The Committee determined that a lawyer, or his agent, is not permitted to request access to the 
private portion of a juror’s or potential juror’s social networking website because that type of ex parte 
communication would violate Model Rule 3.5(b). There is no ex parte communication if the social 
networking website independently notifies users when the page has been viewed. Additionally, a 
lawyer may be required to notify the court of any evidence of juror misconduct discovered on a 
social networking website.  
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This Committee agrees with the guidance provided in ABA Formal Opinion 466, which is consistent 
with Rule 3.5’s prohibition regarding attempts to influence jurors, and ex parte communications with 
jurors.  
 

10. Attorneys May Ethically Connect with Judges on Social Networking 
Websites Provided the Purpose is not to Influence the Judge 

 
A lawyer may not ethically connect with a judge on social media if the lawyer intends to influence 
the judge in the performance of his or her official duties. In addition, although the Rules do not 
prohibit such conduct, the Committee cautions attorneys that connecting with judges may create an 
appearance of bias or partiality.32  
 
Various Rules address this concern. For example, Rule 8.2 states:  
 

(a) A lawyer shall not make a statement that the lawyer knows to be false or with 
reckless disregard as to its truth or falsity concerning the qualifications or integrity of 
a judge, adjudicatory officer or public legal officer, or of a candidate for election or 
appointment to judicial or legal office.  

 
In addition, Comment [4] to Canon 2.9 of the Code of Judicial Conduct, effective July 1, 2014, states 
that “A judge shall avoid comments and interactions that may be interpreted as ex parte 
communications concerning pending matters or matters that may appear before the court, including 
a judge who participates in electronic social media.” Thus, the Supreme Court has implicitly agreed 
that judges may participate in social media, but must do so with care. 
 
Based upon this statement, this Committee believes that attorneys may connect with judges on 
social media websites provided the purpose is not to influence the judge, and reasonable efforts are 
taken to assure that there is no ex parte or other prohibited communication. This conclusion is 
consistent with Rule 3.5(a), which forbids a lawyer to “seek to influence a judge” in an unlawful way. 
 
IV. Conclusion 

 
Social media is a constantly changing area of technology that lawyers keep abreast of in order to 
remain competent. As a general rule, any conduct that would not be permissible using other forms 
of communication would also not be permissible using social media. Any use of a social networking 
website to further a lawyer’s business purpose will be subject to the Rules of Professional Conduct.  
 
Accordingly, this Committee concludes that any information an attorney or law firm places on a 
social networking website must not reveal confidential client information absent the client’s consent. 
Competent attorneys should also be aware that their clients use social media and that what clients 
reveal on social media can be used in the course of a dispute. Finally, attorneys are permitted to use 
social media to research jurors and may connect with judges so long as they do not attempt to 
                                                           
32

 American Bar Association Standing Committee on Ethics and Professional Responsibility Formal 
Opinion 462 concluded that a judge may participate in electronic social networking, but as with all 
social relationships and contacts, a judge must comply with the relevant provisions of the Code of 
Judicial Conduct and avoid any conduct that would undermine the judge’s independence, integrity, 
or impartiality, or create an appearance of impropriety. 
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influence the outcome of a case or otherwise cause the judge to violate the governing Code of 
Judicial Conduct.  
 
Social media presents a myriad of ethical issues for attorneys, and attorneys should continually 
update their knowledge of how social media impacts their practice in order to demonstrate 
competence and to be able to represent their clients effectively.  
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

CAVEAT: THE FOREGOING OPINION IS ADVISORY ONLY AND IS NOT BINDING 

ON THE DISCIPLINARY BOARD OF THE SUPREME COURT OF PENNSYLVANIA OR 

ANY COURT. THIS OPINION CARRIES ONLY SUCH WEIGHT AS AN APPROPRIATE 

REVIEWING AUTHORITY MAY CHOOSE TO GIVE IT. 
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