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Key Issues and Principles
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Three Primary Concerns
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▪ Payment for performance

▪ Fair allocation of risk and responsibility

▪ Avoid surprises



The Performance Principle

The customer should receive the expected service, 

product or software in order for the vendor to 

receive what it expects and wants – payment.

▪ Effort is not enough, results count.

▪ Acceptance testing is important. 

▪ Issues can arise even for out-of-the-box software (e.g., 

compatibility).
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The Performance Principle

Payment should be tied to performance, not merely 

delivery of the software or execution of the 

agreement.

▪ If the software is unsatisfactory and things do not work 

out, the vendor should be held accountable.

▪ Incorporate monetary consequences, such as a refund or 

prospective maintenance and support fee credits.
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The Performance Principle

Consider pushing back on mutual termination for 

convenience provisions.

▪ Vendors’ termination rights should not go beyond rights 

to quit for non-payment or when there is no outstanding 

Statement of Work (“SOW”).

▪ Customers should consider pushing to remove the 

vendor’s right to terminate for convenience.
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The Performance Principle

For customers, try to include terms related to acceptance 

procedures and support/maintenance obligations in the 

master service agreement (“MSA”) or other primary 

agreement with the vendor.

▪ It may be fine to cover these kinds of terms in the 

SOW, too.
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The Performance Principle

Customer clients should review representations and 

warranties carefully to ensure adequate coverage.

▪ It is worth pushing for certain representations and 

warranties in a software agreement.
▪ E.g., most current, no bugs/viruses, no self-help embedded, 

etc.

▪ These can be added to either the main agreement or an 

applicable SOW.
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Fair Allocation of Risk and Responsibility

▪ Any limitation of liability (“LOL”) dollar amount 

should be mutual and tied to payments made under the 

agreement.

▪ Not just the last 12 months.

▪ Include a floor or minimum LOL amount, in case one 

party causes harm to the other before payment occurs.
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Fair Allocation of Risk and Responsibility

Be careful if a Vendor’s proposed limitation of liability is 

too low and one-sided in the vendor’s favor.

▪ If the LOL is based on the amount paid by the customer, the 

Vendor could cause harm on day one and be exposed to zero 

liability.

▪ Counter this by pushing for a certain monetary amount as the 

floor in the event the LOL is triggered.

▪ Include a general exception for personal injury, property 

damage, indemnification and confidentiality.
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Fair Allocation of Risk and Responsibility

Avoid terms that compensate the Vendor for down time or 

a lack of service availability.

▪ Push for an ability to terminate if there the Vendor repeatedly 

fails to hit service availability goals, or if there is a critical 

failure in service availability for an extended time.

▪ Consider adding an extension to the time the Vendor can 

perform.
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Fair Allocation of Risk and Responsibility

Be wary of insurance terms that allow for the Vendor to 

determine coverage amounts and deductibles in its sole 

and absolute discretion.

▪ The quality of the carrier should be rated “A” or better.

▪ Limit the deductible to $25k and waive subrogation.

▪ Vendor’s insurance should be primary.

▪ Specify the types of coverages, including errors & omissions 

(“E&O”) and employee theft, among others.
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Avoid Surprises

Avoid narrow confidentiality terms that require covered 

items to be marked “confidential.”

▪ Consider adding language for equitable remedies in the 

event a confidentiality term is breached.

Be aware of the growing number of statutory privacy 

obligations (e.g., healthcare, finance, GDPR, CCPA).

▪ Maybe add general privacy compliance language to 

cover issues related to protected health information and 

other personally identifiable information.
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Avoid Surprises

Software contracts can contain surprises with regard to payments 

and pricing. For example, draft contracts may provide for an 

automatic price increase after certain time intervals (e.g., 5% 

increase every 12 months).

▪ Try to cap these with a fixed fee or “not to exceed” arrangement rather 

than payment on a time and materials basis.

▪ Other alternatives include:
▪ Negotiating rates on each SOW.

▪ Ask for a menu of fees by expertise of personnel, then set a rolling 12-month 

cap (e.g., the lesser of 2-3% or the percentage change in the Consumer Price 

Index (“CPI”) over the prior 12 months).
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Avoid Surprises

Be wary of payment terms with shorter timing such as ten days 

following the date of the invoice.  

▪ Many clients will need at least 45 days following the date of 

receipt of the invoice.  

▪ 10 days may pass from the date the invoice is printed to the date 

it is received.

▪ Some institutional clients may take up to 60 days to pay, and are 

not willing to pay for late charges or interest, so flag such terms 

for clients when you see them.
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Avoid Surprises

Try to keep costs down on travel and other 

expenses.  

▪ Consider asking for a fixed budget.  

▪ This can be used to avoid any need to micro-manage 

vendor reimbursements.
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Impact of New Data Privacy and 

Security Laws on Vendor Agreements
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Data Processing Agreements (DPAs) and the 

General Data Protection Regulation (GDPR)

For contracts that involve services directed to the collection and 

use of personal data from natural persons located in the E.U., a 

DPA must be executed between the Customer and Vendor.  

▪ DPAs are required between controllers and processors of 

personal data under the GDPR.  

▪ These agreements focus on data security and the technical and 

organizational measures (TOMs) the parties implement to 

protect personal data.
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DPAs – Controllers and Processors

Data controller: The entity that determines the purposes 

and means for processing collected personal data.

▪ This will typically be the customer, but that is not automatically 

the case depending on the nature of the services.

Data processor: Any entity which processes personal data 

on behalf of the controller.
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DPAs – Typical Contents

Due to strict requirements under the GDPR, DPAs tend to follow a somewhat 

standardized format, including terms related to:

▪ Communication of data subject requests (e.g., opt-outs, requests for access or rectification, data 

portability, etc.);

▪ Where and how the personal data is stored, including how it will be secured for any cross-border 

transfers – the EU’s Standard Contractual Clauses are useful for transfers into the U.S.;

▪ Security obligations including any specific TOMs the processor/vendor will undertake to prevent 

unauthorized access to stored personal data;

▪ The extent to which subprocessing is permitted and under what conditions;

▪ What actions must be taken in the event of a breach, including notification timing and insurance 

coverage; and

▪ How liability is split between the parties.
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DPAs – California Consumer Privacy Act (CCPA)

The CCPA introduces other contractual requirements for a vendor to qualify 

as a “service provider.” These requirements focus on the purposes of 

processing rather than security concerns, and can be incorporated into most 

DPAs. More specifically, the vendor must sign a contract/DPA that:

▪ Prohibits the vendor receiving personal information from:
▪ “Selling” the personal information as defined under the CCPA;

▪ Retaining, using, or disclosing information for purposes other than those specified in the 

contract/DPA;

▪ Retaining, using, or disclosing the information outside of the direct business relationship 

between the vendor and the business/customer; and

▪ Includes a certification from the vendor that it understands these 

restrictions and will comply with them.
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DPAs – California Consumer Privacy Act (CCPA)

A vendor that does not sign a contract with the foregoing 

requirements is treated as a “third party” under the CCPA rather 

than a “service provider” and is exposed to a bit more liability.

▪ Service providers generally are not liable for the obligations of the business/customer 

under the CCPA.

▪ Third parties do not receive this protection and are liable for any CCPA violations they 

commit.

▪ The business/customer is generally insulated from liability for actions taken by both 

service providers and third parties, unless it has actual knowledge, or reason to believe, 

that the vendor intends to commit a CCPA violation.
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Processing Consumer/Data Subject Requests

Both the CCPA and the GDPR give individuals the right to submit 

requests regarding the collection and handling of their personal 

information/data.

▪ Individuals can request to opt-out of certain processing, and they can request access to or 

the deletion of their collected information, among other things.

▪ These requests need to be verified as legitimate before responding to them to avoid an 

unauthorized access or deletion.

▪ Any DPA or contract between a vendor and its customer should cover how the parties 

will relay and act upon these requests.

▪ How will the parties verify these requests? 
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Cross-Border Transfers of Personal Data

The GDPR places special restrictions on the international transfer 

of personal data, which can require the use of specialized contract 

provisions for transfers into the U.S.

▪ It is generally okay to transfer personal data into jurisdictions the EU Commission views 

as having data security regulations that ensure an adequate level of protection.

▪ The U.S. is not one of these jurisdictions.

▪ Check to see if the business and vendor are compliant with the EU-U.S. Privacy Shield 

Framework, but if not, certain Standard Contractual Clauses approved by the EU 

Commission should be added as an addendum to the DPA – see 

https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-

protection/standard-contractual-clauses-scc_en.
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GDPR-CCPA Enforcement and Penalties

These laws can pose substantial penalties for noncompliance, so 

these contractual requirements cannot be taken lightly.

▪ Penalties for severe violations under the GDPR can be as high as 20 

million euros or 4% of an entity’s global annual turnover, whichever is 

greater.

▪ The CCPA imposes fines on a per violation basis that can add up quickly 

given the law’s myriad requirements – up to $7,500 per violation if 

intentional.

▪ The CCPA also includes a private right of action related to data breaches 

that has potential for class action suits.
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Other Data Privacy Considerations

▪ Include representations and warranties related to:
▪ Compliance with the CCPA, GDPR, HIPAA, Graham-Leach-Bliley 

Act or any other applicable data privacy/security laws or regulations.

▪ Implementing, using, and maintaining industry standard security 

practices and procedures.

▪ Prompt notification in the event of a data breach.

▪ Exclusion of damages or fines related to data protection and 

security from any cap on the limitation of liability.
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Other Data Privacy Considerations

▪ Consider adding a section to main agreement that outlines the 

parties’ data protection and security obligations.
▪ Compliance with applicable laws. 

▪ Commitment to execute DPA. 

▪ Specifics regarding what data safeguards will be used. 

▪ Details regarding breach notification procedure. 

▪ Audit rights.

▪ Indemnification against claims due to failure to meet data 

protection and security obligations.

31



What About Non-Personal Data?

Aggregated, encrypted, or otherwise de-identified personal information or 

other data can have a lot of value for businesses and vendors.

▪ Vendors such as analytics companies and cloud service providers often seek to use their 

Customer’s data in an aggregate form to provide statistics and data analysis to industry 

groups and marketers.

▪ However, the Customer may see this data as proprietary and confidential, regardless of 

whether it is personally identifiable, aggregated, or totally anonymized. 

▪ Customer may wish to limit the Vendor’s rights to use such data to purposes necessary for 

the provision of services.

▪ What if the contract is silent about how aggregated data is used? Does the Vendor need 

the Customer’s permission?
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Negotiating Issues Common to 

Software and Technology Contracts
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Identifying the Customer

Who is the Customer?
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Identifying the Customer

Will Customer affiliates have rights to use the service?

35



Length of Subscription Term and Renewal

Will term be extended to a three-year subscription?
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Length of Subscription Term and Renewal

Why does only the Customer have a right of non-renewal?
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Permitted Use

Should permitted use be restricted only to named websites?
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Subscription Fees

What factors are considered to determine these fees?

39



Payment Period

Are monthly payments acceptable?
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Payment Period

Is 30 days sufficient for payment to be made after invoice?
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Terms of Use

Are these restrictions on Customer use overly broad?
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Terms of Use – Consideration; Payments

Any objections to being charged interest for late payment before notice and 

an opportunity to cure?
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Terms of Use – Consideration; Payments

Is this definition of taxes overly broad?
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Terms of Use – Consideration; Payments

Should there be a cap on annual increases?
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Terms of Use – Technical Support; Privacy

Are there terms in the privacy policy that cause any issues?
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Terms of Use – Limited Warranties

Should there be a warranty against viruses 

and other disabling devices?
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Terms of Use – Indemnification Procedure

Which party will actually undertake the defense and when?
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Terms of Use – Limitation of Liability

Any issues with a mutual disclaimer of consequential damages?
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Terms of Use – Limitation of Liability

Is this amount too low for direct damages?
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Terms of Use – Limitation of Liability

Should the indemnity be excluded from the limitation of liability 

cap?
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Terms of Use – Term and Termination

Why is the right of non-renewal removed from the Vendor?
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Terms of Use – Term and Termination

Why is the Vendor able to unilaterally change the terms when the 

Customer’s only recourse is a 10-day opt-out from the whole deal?
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Terms of Use – Term and Termination

Why allow for a three month trial period?
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Terms of Use – Term and Termination

Who will pay for these transition services 

and how will they be priced?
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Terms of Use – Confidentiality

Why was the definition of Confidential Information changed?
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Terms of Use – Confidentiality

Why were the exclusions from the definition of Confidential 

Information expanded?
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Terms of Use – Miscellaneous

Why change governing law and venue?
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Terms of Use – Miscellaneous

Why is the Vendor not allowed to assign the Agreement? What if 

the Vendor is acquired by another entity or wishes to assign the 

Agreement to an affiliate? 
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Terms of Use – Miscellaneous

What about a basic listing of the Customer as one of many 

different entities that use Vendor’s services? 
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Terms of Use – Notices

Should there be more specific permitted means for providing 

notice? Can email or fax be used? 
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Terms of Use – Service-level Agreement

What is the effect of only using service extension as a remedy for 

failure to meet service availability requirements? 
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Terms of Use – Service-level Agreement

Should Customer push for a right to terminate if Vendor fails 

repeatedly to meet the Uptime promised under the SLA, or if there 

is a critical failure in the service’s availability? 
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A Closer Look at Terms Common

In Software and Technology Contracts
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General Principles

▪ Goals:

▪ Vendor wants to make a sale.

▪ Customer wants benefit of licensed software, SaaS, PaaS, or other 

technology product or service.

▪ Apparent dealkillers:

▪ My way or the highway – this is our form and we don’t negotiate.

▪ With some large cloud service and other technology providers –

negotiation is not possible or very limited.

65



General Principles

▪ Always read the boilerplate.

▪ Avoid glossing over technical terms or descriptions you don’t know –

ask or bring in someone who knows.

▪ If you don’t understand it, how will a judge?

▪ Questions when representing the Customer:

▪ What does Customer expect from licensed software, SaaS, PaaS, or 

other technology product or service?

▪ How critical is this application to business processes?

▪ How important is this license or sale for the Vendor?
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Identity of Customer; User Restrictions

▪ Vendor concern: Wants to limit transfer or expanded use 

without additional license or other fee.

▪ Customer concern: Wants right to use for whole enterprise, 

and have it scale with growth.
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Scope of License Grant

▪ Points of Negotiation:

▪ Customer affiliates included vs. not included?

▪ Exclusive vs. nonexclusive?

▪ Limited term vs. perpetual? 

▪ Worldwide vs. limited territory? 

▪ Internal use vs. Customer end-users or third parties?

▪ One user/one device/one location vs. multiple users/multiple devices or 

cores/multiple locations? 

▪ Copies for backup and disaster recovery? 

▪ Transaction volume limitations?
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Other Scope Issues

▪ Customer right to have access to source code:

▪ Generally NOT available for marketed products with configuration 

ability built-in.

▪ Needed where Customer has internal IT capability and needs ability to 

modify underlying code.

▪ Vendor will offer future source code modification thru maintenance and 

support (15% - 22% annual cost).

▪ Source code escrows if Vendor fails.
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Other Scope Issues

▪ Is subcontracting, outsourcing of IT, or other support 

services permitted?

▪ Even if not expressly prohibited, look for other terms that could imply a 

prohibition on third-party access to Vendor’s software or 

documentation (e.g., confidentiality or non-disclosure terms).

▪ The Vendor’s support services may be an essential part of the pricing 

for the license or sale.

▪ Vendor may require access rights to install security patches and other 

updates.

▪ Is use of Vendor’s software limited to particular facility(ies)?
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Ownership of IP

▪ Vendor concerns:

▪ Wants clear ownership of its own programs.

▪ Related new programs or work product being used or exploited by 

Customer beyond original scope.

▪ Protection of pre-existing tools, programs, know-how.

▪ Control of middleware or connector software, and supporting or 

enhancement code, that make Vendor programs more marketable.

▪ Effect of ambiguous ownership on future sale of Vendor.
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Ownership of IP

▪ Customer concerns:

▪ For custom software, Customer wants what it paid for – expects right 

to exploit in intended field and expansion to other fields.

▪ Wants to preserve competitive advantage by controlling middleware or 

enhancements.

▪ Wants ownership of Customer data and possibly improvements or 

enhancements written by Customer directly, or by third parties for 

Customer.
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Maintenance and Support

▪ Vendor concerns:

▪ Cash flow from ongoing updates and support.

▪ Right to cease maintenance; to increase fee w/o limit.

▪ Limit exposure from failure of software to perform, from software 

obsolescence or failure to upgrade.

▪ Service-level Agreement as part of maintenance - limit exposure to 

“best efforts” to resolve problems, or if specific fixes are agreed to, 

sole remedy is termination (i.e., no damages claim from Customer).
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Maintenance and Support

▪ Customer concerns:

▪ Reduced fee based on discounted price for software.

▪ Cap on annual increase in fee, (e.g., set % or CPI).

▪ SLA (fee credits and right to terminate where breach).

▪ Software to continue to perform and meet specs.

▪ Standard upgrades and bug fixes; upgrades for compatibility with new 

software and hardware.

▪ Right to terminate maintenance and right to resume.

▪ No Vendor unilateral termination of maintenance.

▪ Consulting and/or customization professional services.
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Hosted or Cloud-based Software

▪ Vendor concerns:

▪ Subscription model – terminate if not renewed or failure to pay fee.

▪ No liability for loss of access, loss of data, or security breach.

▪ Prohibit Customer’s wrongful, illegal or abusive use (e.g., Acceptable 

Use Policy).

▪ Vendor, by hosting, has less problem with compatibility, upgrades, 

installation, control of copying.
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Hosted or Cloud-based Software

▪ Customer concerns:

▪ Availability (uptime) and responsiveness (SLA).

▪ What happens at end of subscription or renewal term – how does data 

get transferred or returned?

▪ Loss of access, loss of data, security breach – limited insurance 

coverage for losses of service function

▪ No ability in most circumstances to modify, improve, enhance or adapt 

software to Customer’s needs.

▪ If access is unavailable, can Customer continue to conduct business?
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Representations and Warranties

▪ Vendor concerns:

▪ Disclaimer of any warranty vs. limited to conformance to published 

specs (assuming proper environment, compatible software and 

hardware, used in accordance with documentation).

▪ Limit duration of warranty in time (typically 90 days from delivery to 

Customer). 

▪ Concern about changes in Customer’s software operating systems, 

hardware, and telecommunications standards.
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Representations and Warranties

▪ Customer concerns:

▪ Ownership; right to license or sublicense; authority to enter into license 

or agreement.

▪ Software will perform in accordance with published specs, Vendor’s 

proposal, and documentation.

▪ Software will work with Customer’s existing system.

▪ No infringement of third party IP rights.

▪ No viruses or other malware or harmful code.

▪ Warranty term, commencement of term, and continued warranty if 

maintenance contract.
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Indemnification

▪ Vendor concerns:

▪ May want general indemnity for any breach of agreement by 

Customer.

▪ Vendor may want to limit its indemnity to IP reps and to third-party 

claims only.

▪ Avoidance of defense obligation or costs.

▪ Limit exposure on breach of indemnity to direct damages and liability 

limit in dollars, usually to what was paid by Customer for 

license/product/service, or over limited time.
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Indemnification

▪ Customer concerns:

▪ Indemnity for breach (rarely given), violation of reps and warranties 

(not uncommon), and infringement claims (quite common).

▪ Indemnity to include obligation to defend, and to pay legal costs of 

defense.

▪ Wants broad indemnity, not necessarily limited to third-party claims, 

and then wants indemnification obligation NOT to be limited by any 

disclaimer as to liability for consequential damages or limitation of 

liability to specific dollar amount.
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Disclaimers

▪ Vendor wants broad disclaimer without any exceptions; typical 

disclaimers for UCC implied warranties, no consequential 

damages.

▪ Vendor may want contract statute of limitation on all claims 

under contract by Customer (usually tries to limit claims to one 

or two year period).

▪ Customer wants exception for specified warranties contained in 

the license agreement, exception (as to consequential damages 

disclaimer) for claims based on willful misconduct, breach of 

confidentiality or indemnification provisions.
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Limitations of Liability

▪ Vendor usually will try to limit liability arising under the license 

agreement to low dollar amount, or tie to amount received by Vendor for 

specific service over limited period (e.g., 12 months).

▪ Customer prefers no LOL, but if there is a limitation, then it should be 

mutual and dollar limit should be realistic in relation to risk of damage 

involved.  If tied to amount paid by Customer, should cover amount “paid 

or to be paid” over term (or specified floor amount).

▪ Customer wants to exclude from limit any indemnification obligations 

(defense cost in an IP case would likely swamp most dollar limits), 

liabilities for breach of confidentiality provisions, willful misconduct, 

gross negligence, and sometimes breach of reps and warranties (e.g., virus 

or data breach liability).
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Effect of Termination

▪ Vendor concerns:

▪ Ends on expiration or earlier termination (Vendor has 

leverage to force renewal or extract more fees).

▪ Wants to prevent Customer from using software after 

termination and does not want to be bound to provide 

transition or migration services (leverage issue), particularly 

if Customer breaches.
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Effect of Termination

▪ Customer concerns:

▪ Wants perpetual license (no expiration date), or sufficient 

time (no sudden termination) to acquire replacement 

software/platform/service and migrate data.

▪ Wants assistance from Vendor to get migration of data to 

new software or service provider, regardless of reason for 

termination – cooperation obligation and cost can be covered 

in license or agreement.

84



Remedies – Vendor Concerns

▪ Wants all remedies at law or in equity.

▪ Wants to terminate all use of software, return of all copies; 

injunctive relief; collect unpaid amounts.

▪ If Vendor breaches, there should be “commercially reasonable 

efforts” to fix; if not fixable, no liability beyond refund of 

prepaid maintenance fees.

▪ No consequential damages; limit damages to specific dollar 

amount or price “paid” by Customer over the preceding 12 or 6 

months for a specific module.

▪ Usually wants waiver of right to jury trial.
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Remedies – Customer Concerns

▪ Limit damages to fees through date of termination.

▪ Avoid disruption from termination of license or agreement; no sudden turn 

off and needs assistance with migration.

▪ SLA with objective metrics, rapid response and teeth - termination if 

problem cannot be fixed within a specific time, or occurs repeatedly.

▪ Exclusion of consequential damages to be mutual.

▪ No dollar limit on liability, or reasonable dollar limit.

▪ Damage limit that is equal to Vendor insurance coverage?

▪ Exceptions to dollar limit:

▪ Indemnification; confidentiality breach; willful misconduct or gross negligence.
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Insurance

▪ Vendor concerns:

▪ Usually does not want insurance provision.

▪ May try to limit required coverage to general liability.

▪ Customer concerns:

▪ Wants Vendor to have and maintain coverage.

▪ Wants evidence of coverage; info on deductibles; errors and omissions 

coverage; cybersecurity.

▪ Wants coverage on acts of Vendor employees.

▪ Liability not limited to insurance proceeds.
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Insurance – Hosted and Cloud-based Issues

▪ Vendor concerns:

▪ May have insurance, but problem of being overwhelmed by multiple service user 

claims.

▪ May try to contractually limit liability beyond reconstruction or recovery of lost data; 

liability for business interruption too great to assume.

▪ Customer concerns:

▪ Customer may need special insurance coverage.

▪ Customer’s insurance usually does not cover damages or business interruption where 

the failure or casualty affects software operated or services provided from location 

and equipment not owned by Customer.
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Governing Law and Jurisdiction

▪ Vendor wants its own state’s law to apply, and exclusive 

jurisdiction and venue in its own state.

▪ Vendor has argument that it otherwise would be forced to defend or enforce its 

license agreement in many different jurisdictions under many different laws.

▪ Customer wants home jurisdiction, because it will be more 

expensive to litigate or arbitrate elsewhere.

▪ In most cases, Licensee will lose, unless Licensee has particular economic clout, or 

Licensor is hungry for business and is willing to concede to get order.

▪ Consider neutral jurisdiction – DE or NY.
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Boilerplate Clauses

▪ It is a mistake to ignore these clauses.

▪ Negotiated provisions:

▪ Assignment clause – consider effect on sale by party; effect on scope 

of licensed users.

▪ Integration clause – may create problem if multiple agreements used to 

document deal (prioritization problem).

▪ Export clause – relevant?; foreign access problem.

▪ No-hire clause – non-targeted solicitation issue; failure of maintenance 

problem.
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Acceptance Testing
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Acceptance Testing
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IP License – Favoring Vendor
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IP License – Favoring Vendor
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IP License – Favoring Vendor
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Data Security
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Data Security
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Data Security
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Data Security
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Data Security
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Data Security
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Thanks!
Any questions?
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